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1.0 INTRODUCTION

Welcome to BED313 Office Information Technology, igthis a two-credit unit
course offered in the Third year to students ofuthdergraduate degree programme
in B.Sc. (Ed) Business Education

2.0 LEARNING OUTCOMES
3.0 MAINCONTENT
3.1 Introduction to the Course Guide

This course guide is for distance learners enroitedhe B.Sc. (Ed) Business

Education programme of the National Open Universitiigeria. This guide is one

of the several resource tools available to youetp jou successfully complete this
course and ultimately your programme. There areiéen study units in this course.
There are no prerequisites for studying this cauhséas been developed with

appropriate local examples suitable for trainingspective teachers of Business
Education in Nigeria. In this guide, you will fingery useful information about the

course aims, objectives, what the course is albdhdts course materials you will be

using,
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| strongly recommend that you go through this ceugsiide and complete the
feedback form at the end before you begin yourystfdhe course. The feedback
form must be submitted to your tutorial facilitatdong with your first assignment.
This guide also provides answers to several of ypastions. However, do not
hesitate to contact your study centre if you hawvéher questions.

| wish you the best in your learning experienced sunccessful completion of this
course.

3.1 A Guide through the Course

3.2  Course Aims and Obijectives.

This course is designed to expose you to the besimcept of organisation
management and acquaint you with the basic knowleolgoffice information
technology that will be used in decision-makingu¥uaill learn the Present-day office
arrangement, Office environment, and Managememrnmition system that will
assist you acquire skills needed to manage infaomatystem infrastructure. You
will also learn information security; Informatioadhnology strategies and the future
of information technologies both local and inteioiaal.

3..2.1.1 LEARNING OUTCOMES

There are learning outcomes to be achieved in saaly unit of the course. You

should read them before studying each unit. On d¢etiop of this course, you should

be able to:

Define an office;

State the function of an office;

Enumerate types of an office work environment;

Differentiate between personal work space and eymek space;

State the merits and demerits of open work space;

Identify types of office machines;

State the usefulness of office machine;

List any three ways in which IT is used;

Define management information system;

State the nature of data, information and commuioica

State functions performed by information;

Explain Automation;

Explain computer security;

Identify measures to be put in place for compueeusty;

Describe the different pattern of communication;

Explain information system contingency and disasteovery plan;

Identify causes of disaster;

Identify hardware used in any office environment;

State means of upgrading the office to the standacéssary to meet modern office environment

State how to effectively reduce cost on softwargasat any time; and

explain how to deal with any issue that may haserrifrom the use of computers
il
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3.2.1 Course Materials and Structure

Course Summary

Module 1 introduces you to the Present-day offitargement, Office environment,
Types of office machines (manual and electronicggés), and management and
Information technology and information processiagks. Module 2 deals with the
information and communication handling procedureanagement information

system, Office automation, Computer security, Infation systems disaster
recovery. Alternative, while Module 3 deals withrelaare, software types and their
capabilities, IT and E-business enabling softwameg managing people in the
organization. Module 4 also deals with the Inforioratechnology strategies, and the
future for information technologies. There are feen study units in this course.
Each study unit consists of one week’s work andukhtake you about three hours
to complete. It includes specific objectives, guicka for study, reading material and
self-assessment exercises. Together with the m#oked assignments, these
exercises will assist you in achieving the stagaariing objectives of the individual

study units.

Study Plan

This table is a presentation of the course and lbog it should take you to complete

each study unit and the accompanying assignments.

Weeks/Activity
Unit Title of Study Unit Assignme
nt
Course Guid 1 Course
Guide
Formr
MODULE 1 |SYSTEM ADMINISTRATION
1 Present-day office arrangement 2 Assignmer
2 Office environment 3 Assignment
3 Types of office machines (manual 4 Assignmer
electronic gadgets)
4 Information technology and S Assignmer]
. : . TMA'1 to
information processing tasks be
submitte
INFORMATION AND
MODULE 2 |COMMUNICATION HANDLING
PROCEDURE
1 Managemeninformation systel 6 Assignmer]
2 Office automatio 7 Assignmer]
3 Computer securi 8 Assignmer]
4 Information systems disaster recov 9 Assignmer]
alternative gg/IA 2to
submitte

—
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Weeks/Activity
Unit Title of Study Unit Assignme
nt
MODULE 3 [INFORMATION SYSTEM
INFRASTRUCTURE MANAGEMENT
1 Hardwart 1C Assignmer
2 Software types and their capabilii 11 Assignmernit
3 IT and E-business enabling softwi 12 Assignment
4 Managing people in the organizat 13 TMA 3 to be
submitted
MODULE 4 | INFORMATION SECURITY
1 Information technology strateg 14
Assignment
2 The futureof information technologie 15 Assignment
TMA 4 to be
submitted
Reuvisior 16
Examinatiol 17
Total 18

Now use this overviewplan your personal time table.
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Your course material is the main text for this sguHowever, you are encouraged to
consult other sources as provided for you in thteolf references and further reading
below.

3.3.2 How to get the most from your Course

In distance learning, the Study Units replace thigarsity lecturer. The advantage
is that you can read and work through the courdenmads at your own pace, and at
a time and place that suit you best. Think of itreading the lecture instead of
listening to a lecture. Just as a lecturer mighé giou in-class exercise, your Study
Units provide exercises for you to do at approprigtes. These are called Self-
Assessment Exercises (SAES).

Each of the Study Units has common features, whieh designed to aid your
learning. The first feature is an introduction lhe subject matter of the unit and how
a particular unit is integrated with other unitsldne course as a whole. Next is a set
of learning objectives. These objectives let yoowrwhat you should be able to do
by the time you have completed the unit. You shasd these objectives to guide
your study.

When you have finished the unit, you should go baoé check whether you have
achieved the objectives. Self-assessment exeraisemterspersed throughout each
Study Unit and answers are given at the end. Téveseises are designed to help you
recall what you have studied and to evaluate ysaiming by yourself. You should
do each self-assessment exercise as you comentohi# Study Unit. Working on
these exercises will help you to achieve the olyestof the unit and prepare you for
the assignments, which you will submit and thelfgxeamination. The summary at
the end of each unit also helps you to recalh&limain points discussed in the content
of each unit.

It should take you about three hours to read theers of a Study Unit, do the
exercises and assignments. When you have comgleddst study unit, take note
of how long it took you and use this informatiordi@w up a timetable to guide your
study for the rest of your course. The wide marginshe pages of your course book
are meant for you to make notes of main ideas pphkéts which you can use when
revising the course. If you make use of all thesatures, you will significantly
increase your chances of passing the course.

3.4 Course Delivery

As an open and distance learner, you learn whemyeract with the content in your
course material in the same way as a student otenaith the teacher in a
conventional institution. You also learn when yae guided through the course,
however you are not taught by a human being. ldstgaur course material is your
teacher, and as such you will not be able to getvars to any questions, which may
arise from your study of the material. It is foistheason that, in addition to the course

Vi
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material which you have received, the deliveryhog tourse is supported by online
class facilitation, tutorials, and counselling tingb support services. Although these
services are not compulsory, you are encouragddki® maximum advantage of
them.

3.4.1 Tutorials

The total number of tutorial hours for this couis& hours for the semester. Tutorial
sessions form a part of your learning process ashgoe an opportunity to receive
face-to-face contact with your tutorial facilitatand to receive answers to questions
or clarifications, which you may have. Also, youyht@ntact your tutorial Facilitator
by phone or e-mail. Tutorials also provide oppoitturfior you to discuss with
classmates.

On your part, you will be expected to prepare aldane by studying the relevant
Study Units, write your questions so as to gain imam benefit from tutorial
sessions. Information about the location and tigteedule for facilitation will be
available at your study centre. Tutorial sessiaesaoptional. However, the benefits
of participating in them provide you a forum fortamaction and peer group
discussions, which will minimize the isolation yoway experience as a distance
learner.

3.4.2 Facilitation

Online class facilitation is learning that takesqgal both during and outside of tutorial

sessions. Your tutorial Facilitator guides yourtaag by doing the following:

e provide answers to your questions during onlindifation sessions via zoom,
phone or by e- mail;

e coordinate group discussions;

e provide feedback on your assignments;

e pose questions to confirm learning outcomes;

e coordinate, mark and record your assignment/examimacore, and

e Monitor your progress.

The content of this course material is availablgrimt or CD formats, and also on

the university website. Information about the lematand time schedule for

facilitation will be available at your study centr€@ime of facilitation is flexible

arrangement between you and your tutorial Faadita¥ou should contact your

tutorial Facilitator if:

e you do not understand any part of the Study Unit;

e Yyou have a question or a problem with an assignmetit your tutorial
Facilitator's comments on an assignment or withgiteeling of an assignment.

vii
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3.4.3 Counseling

Counselling forms a part of your learning becatgegrovided to make your learning
experience easier. Counselling is available to gbuwo levels, academic and
personal counselling. Student Counsellors are @vailat the study centre to provide
guidance for personal issues that may affect ydudies. Your Study Centre
Manager/director and tutorial Facilitators can stsgou with questions on academic
matters such as: course materials, facilitatioadgs and so on. Make sure that you
have the telephone numbers and e-mail addresshe efaff at the faculty in which
your programme is housed.

3.5 Assessment

There are three components of assessment foratrse, namely: Self- Assessment
Exercises and assignments at the end of each sinily the Tutor- Marked
Assignment and a written examination at the enthefsemester. In doing these
assignments, you are expected to use the informgathered during your study of
the course. Below are detailed explanations ontieoso each assignment.

3.5.1 Self-Assessment Exercises (SAES)

There are Self-Assessment Exercises spread thratugbar course material. You
should attempt each exercise immediately afteringaithe section that precedes it.
Possible answers to the exercises are providée &nd of the course book; however,
you should check the answers only after you muge latempted the exercises. The
exercises are for you to evaluate your learningy tire not to be submitted.

3.5.2 Tutor-Marked Assignments (TMAS)

There are three Tutor-Marked Assignments for tloigree. These assignments are
designed to cover all areas treated in the coise will be given your assignments
and the dates for submission at your study centoal are required to do all the three
Tutor-Marked Assignments.

Each assignment carries 10 percent and togethecauiht for 30 percent of your
total score for the course. The assignments mussuibenitted to your tutorial
Facilitator for formal assessment on or beforestipulated dates for submission.

Guidelines for Writing Tutor-Marked Assignment

1. On the cover page of your assignment, writecthese code and title, assignment
number (TMA 1, TMA 2), and date of submission, ymame and matriculation
number. It should look like this:

Course Code:

Course Title:

Tutor-Marked Assignment: TMA1

Date of Submission:

Faculty and Programme:

Matriculation Number:
Viii
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1. You should endeavour to be concise and to the poiyour answers and
adhere to word limit where given. Your answer stdad based on your course
material, further readings and experiences. Howelenot copy from any of
these materials. If you do, you will be penalizéfemember to give relevant
examples and illustrations to support your answers.

Make and keep a copy of your assignments.

Your answers should be hand-written by you.

When you have completed each assignment, maketisatrét reaches your
tutorial Facilitator on or before the deadline.fdf any reason you cannot
complete your work on time, contact your Study @emflanager and tutorial
Facilitator for the possibility of an extensioBxtensions will not be granted
after the due date unless under exceptional cirtamoss.

Pwp

3.5.3 Final Examination and Grading

The final examination for BED313: Office Informatid’echnology will be for two
hours duration, and will carry 70 percent of theaskoourse grade. The examination
will consist of questions, which reflect the kinofsSelf-Assessment Exercises, and
guestions in the Tutor-Marked Assignment, which lgame previously encountered.

All areas of the course will be assessed. You shasé the time between finishing
the last unit and taking the examination to retise entire course. You will find it
useful to review your answers to Self-Assessmergréises and Tutor- Marked
Assignments before the examination. For you to lmpgbée to sit for the final
examinations, you must have done the following:

1. You should have submitted all the three TiMarked Assignments for the
course,

2. You should have registered to sit for the neixation. The deadline for
examination registration will be available at yaiudy centre. Failure to
submit your assignments or to register for the emation means that you will
not have a score for the course.

Course Marking Scheme
The following table lays out the marks that consétthe total course score.

Assessmer Marks
Assignments - 3 Three assignments each marked
10%, totaling 30%
Final Examinatio 70% of overall course scc
Total 100% of course scc
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4.0 CONCLUSION

In conclusion, all the features of this course gumhve been designed to facilitate
your learning in order that you achieve the aimd abjectives of the course. They
include the aims and objectives, course summanyseooverview, Self-Assessment
Exercises and study questions. You should ensateydu make maximum use of
them in your study to achieve maximum results.

5.0 SUMMARY

BED313: Office Information Technology provides yaith the basic concept of

organisation management and acquaints you withbdsec knowledge of office

information technology that will be used in decrsimaking. It is aimed at assisting
you acquire skills needed to manage informationtesysinfrastructure. Upon

completing the course, you should be able to detratesvith ease Present-day office
arrangement, office environment, types of officechiaes (manual and electronic
gadgets), management and Information technologg, iaformation processing

tasks. For information and communication handlingcpdures; you should be able
to discuss management information systems, offitenaation, Computer security,
and Information systems disaster recovery alteraeatyou will also be able to

explain hardware, Software types, and their cap@isil IT and E-business enabling
software, and how to manage people in the orgaaizatou will equally be able to

discuss Information technology strategies anduha € of information technologies.
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Module 1: SYSTEM ADMINISTRATION

Unit 1: Present day office arrangement

Unit 2: Office environment

Unit 3: Types and uses of office machines (maaudlelectronic gadgets)
Unit 4: Information technology and informatioropessing task

Unit 1: PRESENT DAY OFFICE ARRANGEMENT

Contents

1.0 Introduction

2.0 Learning Outcomes (LOs)

3.0  Anoverview of office and functions of @fice
3.1Definition and Functions of an Office
3.2 Types of Office

4.0 Self-Assessment Exercise(s)

5.0 Summary

6.0 Glossary

7.0 References/Further Readings

@ 1.0 Introduction

Welcome to Module 1, Unit 1 of this course BED313ffice Information
Technology. Could you believe that whether youal®isinessman, a marketer,
or an accountant in a managerial capacity in aarorgtion, you require a space
where you will carry out or conduct your day-to-dagrk. Recall, thatwe have
earlier discussed what office administration coendrt this unit we are going to
look briefly at the basic meaning and function nfddfice, types of office as well

as activities relevant to office work.

@

2.0 Learning Outcomes (LOs)

By the end of this unit, you will be albée

e Define an office
e State the function of an office
e Enumerate types of an office work environment

1
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3.0 An overview of office and functions of office
3.1 Definition and Functions of an Office

An office is a room, space, where administrativekysuch as document preparation,
information dissemination, secretarial duties,dwee. In essence, an office is a place
in an organization where business, clerical andegsional activities take place. An
office has the ability to self-portray the kinddhities that take place in it

Functions of an Office

1. Office as information Centre - Office acts as information centre of an
organization because it is the organ that are eldavgth the responsibility of
collecting information from within and outside theganization.

2. Office as channel of communicationoffice serves as a channel through which
written communication move from top to bottom amewisa.

3. Office as co-ordination centre- Office aids in co- ordination. The process of co-
ordination will be impossible without the office.fflde provides necessary
information to various departments and as sucheseawvell -placed machinery
for co-ordination.

4. Office acts as link with customers-Office is regarded as the channel, which
links a business organization with its customet® &nquiries, orders and
complaints from customers are taken care of byfthee through direct
personal contact.

5. Office acts as link between shareholders and the mpany-Officeprovides a
good linkage with shareholders by providing shawificcate, share transfer, issue
of dividend warrants, issue of notice on compamyéeting and answering the
enquiries made by the shareholders. It also acts ssrvicing department for

creditors.

u:; Self Assessment Exercise 1

(a) Define an Office

(b) State five functions of an office

2
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3.2.  Types of office
The office type has a significant influence on ewgpke’s performance and
motivation. Presently there isn’t any rule that trhesfollowed as to how an office
should look like. It's only important that plannemad users work together to
analyze and determine needs and requirements iofdésred work space. If it
has to be a big or small office, it would dependutiat obtains in there, the nature
of the business that office environment would Ildik&. Basically, there are two
types of office:
1. Personal/closed office
2. Open office

u:; 4.0 Self-Assessment Exercise(s)

Self-Assessment Exercises 2

Enumerate and explain five functions of anceff

5.0 Summary

This unit discussed an overview of an office anttfions of office. Definition of an
office, Functions of an office as well as type®fiice. The unit also reflects that an
office has that ability to self-portray the kind difties that take place in it.

&

1. Goals: an objective or target that someone is trying azheor achieve

6.0 Glossary

2. Risk: Expose to danger, harm, or loss ((someone or thamgevalued)
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J:; Possible Answers to SAEs

Answers to SAEs 1
(a) Define an Office

(b) State five functions of an office
Answer to the Self -Assessment Exercise
(&) An office is a place in an organization whiewsiness, clerical
and professional activities take place
(b) Function of an office includes:
v Office as a co-ordination centre
v Office as a channel of communication
v Office acts as a link between the shareholdergl@mdompany
v Office acts as a channel with customers
v

Office serves as information centre
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Answers to SAEs 2

v

Office as information Centre - Office acts as information centre of an
organization because it is the organ that is clibvgth the responsibility
of collecting information from within and outsidhe organization.

Office as channel of communicationoffice serves as a channel through
which

written communication moves from top to bottom aiwe visa.

Office as co-ordination centre- Office aids in co- ordination. The process
of co-ordination will be impossible without the offic®ffice provides
necessary information to various departments arglels serves a well -
placed machinery for co-ordination.

Office acts link with customers-Office is regarded as the channel which
links a business organization with its customers. The weieg orders and
complaints from customers are taken care of byotfiee through direct
personal contact.

Office acts as link between shareholders and the wpany- Office
provides agood linkage with shareholders by providing share Gede,
share transfer, issue of dividend warrants, isfueotice on company's
meeting and answering the enquiries made by thelsblers. It also acts

as a servicing department for creditors.
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Unit 2: OFFICE ENVIRONMENT

Contents
1.0 Introduction
2.0 Learning Outcomes (LOS)

OFFICE INFORMATION TECHNOLOGY

3.0 Classifications of Office work space
3.1Closed/personal work space
3.2 Open office work space
3.2.1 Team work space
3.2.2 Cubicle work space
3.2 3 Shared office work spac
3.3 Comparison of personal/closed and opkcecgnvironment
3.4 Planning an office work space
5.0 Self-Assessment Exercise(s)
5.0 Summary
6.0 Glossary
7.0 References/Further Readings

@ 1.0 Introduction

Welcome to Module 1, Unit 2 of this course BED313ffice Information

Technology. Could you believe that Work spacesamsas that afford you the

chance to carry out the specified office functiconi day to day. There are offices

that are typically used for predictable office weities like reading, writing and

computer work. There are types of work space thaipaert different official

activities. Thus, office layout refers to the wae toffice is arranged to facilitate

the flow of work. In this unit we are going to lobkiefly at the two types of office

work environment / layout. Comparison

of persora$ed and open office

environment and factors to considered in Planningftice work space.

@ 2.0 Learning Outcomes (LOs)

By the end of this unit, you will be able to:
[}
e State the merits and demerits of

Differentiate between personal work space and ek space

open work space

Identify factors to consider in planning office wapace
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3.0 Classifications of Office work space

3.1Closed office/Personal Work space

A closed/personal office is an office where eachviglual is given his/her separate
office. It also allows you to manage your privatel avork life in the same place.
As the name implies, it is your private, defaultrivarea. The beauty of this is that
it is just you having access to your notes, taskktags stored, where your notes
and tasks are only visible to you. Below is a pietioview of what a personal work
space should look like

Fig 1.2a, diagram of a personal work space

3.2 Open office work space
An open plan office is one in which more than oaespn share the same room. An

open office is suitable for activities which demarejuent communication, and
routine activities which need little concentratioln Open office work space
should look like this:
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Figl.2b: Diagram of an Open office work space

3.2.1 Team work space

A semi-enclosed work space is an office space ¥oo to eight people
(employees). It is suitable for teamwork with dedgrior frequent internal
communication and a medium level of concentration.

3.2.2 Cubicle work space

A semi-enclosed work space for one person (empjdyes very suitable for
activities that require medium concentration andeasonably low level of
interaction. This is employed by really small odfscthat hope to manage work space
and still get the best out of it.

Below is a pictorial view of what a cubicle workese actually looks like
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Figl.2c: Diagram of a cubicle work space of a besssnoffice environment

3.2.3 Shared office work space
It is an enclosed work space, designed for the odrof at least two or three office
staff. It is appropriate for semi-concentration adlaborative work for very small

groups. Below is a pictorial view of what a shaddfice work space actually looks
like.
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Self-Assessment Exercise 1

Briefly explain personal work space

3.3 Comparisorof personal/closed and open office environment

Types of work
Environment

Merits

Demerits

Closed/Person

It gives room for privacy, in case
of confidential discussions.

The occupant of the office can
concentrate because there is ver
little disturbance from other
employees.

It is not economical. Large space may
occupied by one individual.

Separate facilities, e.g. computers,
telephones may have to be provided fo
each office.

It may be difficult to supervise staff.

It might slow down the flow of some
activities which require constant
interaction among employees.

pe

r

Open office/work
space

Vi.

Vii.

It is easy to supervise since
everybody is in view.

It economizes space.

Exchange of information
among staff is easy and this
facilitates the flow of work.

Certain facilities may be use
commonly, e.g., printers

Lower energy costs.
Few communication barriers|
Could easily be rearranged.

Some senior staff do not like the ided
of been “dumped” in the same room
with their subordinates.

There is no room for privacy for
people who wish to discuss
confidential matters. Noise from
movements in and out of the office ar
office machines might disturb some
staff.

10
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3.4 Planning an Office environment
The following factors are taken into consideratiam planning the
environment of an office

1. Business needs: Office environment should provideeavironment
suitable for the business of the organization. &@mple, the layout of
a bank will be different from that of an accountfingn

2. Space Availability: Planning an office environmentill depend on
quality and type of office space available for use.

3. Accommodation Standards: Organizations often hap®ley on the
minimum standard of accommodation for each staffadgr
Administration staff may work in open plan office$ereas managers
may have individual offices on seniority basis.

4. Statutory Requirement: Legal requirements, as auedan
relevant legislations, affect the planning of cdfievork

space.

J: 4.0 Self-Assessment Exercise 2

1. Enumerate four merits of open work space

2. ldentify three factors to consider in plammork space environment.

Vc,»'/|
5.0 Summary

This unit discussed classifications of office wospace. We discussed
Closed/Personal work space, open office work spgaesn work space, cubicle
work space, and shared office work spdad@s unit discussed open plan office
as one in which more than one person share the senme An open work space
is for more than ten people at a time. Comparisas made between personal
work space and open work space in terms of theiit med demerits. Finally,

factors to be considered in planning work space®fivere discuss

11
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&

1. E-mail: electronic mail, messages transmitted and received by digital otenp
through a network.

2. Fax: An exact copy of a document made by electronicsiogrand transmitted
as data by telecommunications links

N
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u:; Possible Answers to SAEs

Answers to SAEs 1

A closed/personal office is an office where eacthividual is given his/her
separate office. It also allows you to manage ywwate and work life in the
same place. As the name implies, it is your privéégault work area. The beauty

of this is that it is just you having access to ryoates, tasks and tags stored
where your notes and tasks are only visible to you.

12
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Answers to SAEs 2

Merits of open work space
i. It is easy to supervise since everybody is in view.
ii. It economizes space.

iii. Exchange of information among staff is easy ansl fdgilitates the flow of

work.
iv. Certain facilities may be used commonly, e.g. ersit
Lower energy costs.

Factors to consider in planning work spacearenment

1. Space Availability: Planning an office environmenniill
depend on quality and type of office space avaald use.

2. Accommodation Standards: Organizations often hgweliay
on the minimum standard of accommodation for eaelf s
grade. Administration staff may work in open plaffices
whereas managers may have individual offices oroggn
basis.

3. Statutory Requirement: Legal requirements, as
contained in relevant legislations, affect the

planning of office work space.

13
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Unit 3: TYPES OF OFFICE MACHINES (MANUAL AND ELECT RONIC
GADGETS)

Contents

1.0 Introduction

2.0 Learning Outcomes (LOSs)
3.0 Office Machine

3.1 Usefulness of Office Machine

3.2 Types of Office Machine
3.2.1 Types of Computers used pnafice environment
4.0  Self-Assessment Exercise(s)
5.0 Summary
6.0 Glossary
7.0 References/Further Readings

@ 1.0 Introduction

Office equipment used vary from one office to arotl®ffice equipment are used
to improve and ease mobility in and around thecefénvironment. In the previous
unit, we discussed Classifications of Office woplase and factors to consider in
planning work space environment. This unit focusesthe usefulness office
equipment as well as the types of office machimesh( manual and electronics

gadget) used in the office.

@

By the end of this unit, you will be able to:

2.0 Intended Learning Outcomes (LOs)

e |dentify types of office machines
e State the usefulness of office machine

3.0 Main Content

3.1 Usefulness of Office Machines

Office machines:

a) Improve the quality of work.

b) Aid or speed up the performance of routine fundion
c) Saves space.

d) Help to simplify the work of employees

14
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X

1. Enumerate two demerits of open work space
2. State and explain four types of computers used ioffice

Self-Assessment Exercise 1

3.2 Types of Office Machines
The main types of machines you are likely to meenhost offices are:
Manual office equipment- stapler, perforator, paper shredder, filing nabibinding
machine, paper cutter, manual typewriter
i) Stapler: For holding documents together
i) Perforator: used for punching holes in documents
iii) Paper shredder: used in shredding unneeded docsiteepitotect against
leakage of content in the process of disposal.
iv) Filing cabinet: For storage of folders and protatiof documents from
fire outbreak, theft among others.
v) Binding Machine: used for putting sheets of a doentor content
of a file together
vi) Paper cutter: A manual equipment used to trim p&per required
size.
vii) Manual typewriter: used for typing documents. Itse uis fast

becoming obsolete

15
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Electronic office equipmentphotocopier, facsimile(fax) machines,

calculating machine, scanner, computer

a.

Photocopier: This is a machine used to make cofies original
documents. The original document may be handwritigrinted or
typewritten. Photocopiers are used to prepare exip#&s of documents.
Facsimile (Fax) Machine: This machine scans prirngbwritten texts and images
and transmits them through telephone lines to @ivierg fax machine that converts
the electronic signals back to the original textimage. The machine converts
printed material or images into electronic sign8lgitable for transmission through
telephone lines, cables or satellite networks, ifaibs machines could store
messages and transmit them later at a time whesrhiasion costs are cheaper.
Calculating Machine: This is used mainly in theiadffor calculations and
complex computations

Scanners: used for scanning images of documeitsniputers for printing,
storage, display or communication via the internet.

Computers: Perhaps the most common equipment iremoaffices, it is
used for data and word processing, document storeg@munication,

presentation etc.

Computers

16
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3.2.1. Types of Computers used in any office enginment

1. Personal Computer (PC): Initially produced by IBi1i981, for executing
a single task by a single user at the time. Tod&yngle person can execute
many tasks simultaneously (multitasking).

2. Apple Macintosh (Mac): They are computers madeheyApple company
and are usually produced for personal use

3. Laptop computer (notebook): it consists of LCD thgpand a small
keyboard. Although they are relatively small congpst they still perform
the same functions as personal computers.

4. Personal Digital Assistant - PDA (Palm): These srall computers that
can fit into pocket or the user's palm. It is depeld for performing basic
personal/business functions like:

a) Maintaining the address book,
b) Accessing and browsing the Internet,

c) Sending/receiving e-mails, etc.

J: 4.0 Self-Assessment Exercise (s) 2

Explain the following electronics equipment
1. Photocopiers

2. Computers

3. Facsimile (Fax)

4. Machine Scanners

19
5.0 Summary
Office equipment used varies from one office tothan In this unit, types and
usefulness of office equipment were examined. ©ffequipment include
perforator, filing cabinet, computer, binding maehetc. In the next unit which is
unit 4, we will be looking at the information teaiogy and information processing

task you can read more on type of office equipnfremh: https://

17
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] 6.0 Glossary

1. Intra-office: An “intra-office” memo would be one sent arounithin the
same office.
2. Gadget: Electronic device or tool, especially an ingeniousiovel one.

M

Amoor, S.S. (20200ffice Secretarial Standard Practices.
Zaria: ABU Press.

7.0 References/Further Readings

Sani, A. (2015)Executive Office Practice and Procedures.
Zaria: Jerry Press

“Organizational Structure Types and Design Strategy
Organi zational Sructure.net.:http://www.organizationalstructure.net

Pitts, J & Radebaugh (201®Xx.inciples of Information Technology
Management. New York: Laudon & Laudon.

Sani, A. (2018)Entrepreneurship in Business Education. Zaria:
Concept +Designs & Prints.

18



BED313 OFFICE INFORMATION TECHNOLOGY

u:l Possible Answers to SAEs

Answers to SAEs 1

Demerits of open work space
1. There is no room for privacy for people who wishdiscuss
confidential matters.

2. Noise from movements in and out of the office affit® machines
might disturb some staff.
Types of Computers used in any office

1. Personal Computer (PC): Initially produced b 1981, for

executing a single task by a single user at the.tifoday, a single

person can execute
many tasks simultaneously (multitasking).

2 Apple Macintosh (Mac): They are computers madehkyApple
company and are usually produced for personal use

3 Laptop computer (notebook): it consists of LCD &igpand a
small keyboard. Although they are relatively snwmputers,
they still perform the same functions as persooaifuters.

4 Personal Digital Assistant - PDA (Palm): These amall
computers that can fit into pocket or the user'Bnpdt is
developed for performing basic personal/businesstions like

maintaining the address book,

19
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Answers to SAEs 2

a. Photocopiers: A machine used to copy from original documents.
The original document may be handwritten, printetiypewritten.
Photocopiers are used to prepare extra copiesanfndents

b. Computers: Common equipment in modern offices, it is used fo
data and word processing, document storage, concatiom,
presentation among others.

c. Facsimile (Fax) Machine: This machine scans printed, typeemi
texts and images and transmits them through teteplioes to a
receiving fax machine that converts the electrammnals back to
the original text or image.

Scannersused for scanning images of documents to compuber
printing,

storage, display or communication via the interne

20
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Unit 4: INFORMATION TECHNOLOGY AND INFORMATION PR OCESSING TASK

Contents
1.0 Introduction
2.0 Learning Outcomes (LOs)
3.0 Main Content
3.1 Information technology
3.2 Benefits of informatitathnology
3.2.1 Information Processiragks and the tools used
3.2.2 Methodologies and format in vithiccan be employed
4.0  Self-Assessment Exercise(s)
5.0 Summary
6.0 Glossary
7.0 References/Further Readings

@ 1.0 Introduction

Welcome to Module 1, Unit 4 of this course BED3@&ice Information Technology.
This unit is broken down in two parts. The firsttdaoks at information technology
perspective, benefits of information technologyedl as categorists of information
processing task and IT tools used. The second quarterns methodologies and
formats in which they are made use of (synchrogizihis hardware with their
respective software). It is important that we vidvis unit this way because the
importance of Information Technology in any officannot be over-emphasized as

can be seen in our present-day office.

@

By the end of this unit, you will be able to:

2.0 Learning Outcomes (LOSs)

e Know and identify how information technology carcbme a vital and integral
part of every official and business plan.

e List any three ways in which IT is used

21
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3.0 Main Content

3.1 Information Technology

The office is that part of an organization or basm that handles the information

dealing with operation, accounting, payroll, biginbecause office labor practically

consists of activities such as document preparatiding, performing simple

computations, checking information, intra-office nemunication and external

communication.

Information Technology (IT) can be said to be aaynputer- based tool that people

use to work with information and support informatiprocessing data needs of an

organization. It also involves other equipment arfdrmation transmission systems

like facsimiles, telex, e-mail, teleconferencingNg3elecommuting

Information Technology (IT) has become a vital antdgral part of every official and

business plan, of organization; from multi-natior@rporations who maintain

mainframe systems and databases to small busingssesvn a single computer in a

small office.

IT can be used in the following ways:

i) Information processing tasks, e.g. office autonmatio

i) To support management decision making e.g. usel'8f Pesearch and training

iii) To support information sharing through use of netye.g. telecommuting and
teleconferencing

iv) To support innovation e.g. producing automatione. (i.Computer-Aided
Manufacture (CAM), engineering analysis and desgystem development, e-

marketing.

22
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Fig3.1: A typical office environment having nmexd equipment

The activities in the office can be described as:
a) A set of activities resulting from requests fongeg, each with a specific
precedence that requires a supporting file system
b) A set of people carrying out specific tasks, comitaimg with and
referencing a supporting file system
c) A gigantic database with users accessing and mianiipy data
The virtual office has no boundary.
The application of Information technology. It adtyanodernizes the office
environment, making communication and other offlaées easy and creating
a need for business minded individuals who carthesdatest technologies to
connect, support, and coordinate workers in renaations in and around the
office environment.
Ideally an online Office Management program shobé&l designed for you
(students)at under graduate levels to:
a). Be able to develop technical, interpersonahiagstrative and communication
skills through modern administrative assistantira.
b). To become familiar with present-day hardwaréias and technologies such
as smart phones and tablets and software, mobi@waing; cloud computing and
document sharing.
23
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Fig3.1a, A traditional office environmerfig3. 1b, A typical office environment improved
by teology

Most software and information technology comparsiesk to employ those having
strong programming skills, system analysis skélsitware testing skills, debugging

(error detection) skills. It is easier to acquimagtical skills required to become a
software developer from the university. This degeseompasses the complete
process of software development from software desigd development to final

testing. In this stage, the individual's logicaldagritical reasoning/thinking abilities

are important to become a software professional.

Computers are being improved upon so that theyeaaa mobility in and around the
office environment, giving rise to the introductiohlaptops. The use of laptops, often
with printers, scanners, fax machines and othece#quipment, makes possible a

better result.

P

Self-Assessment Exercise 1

State three reasons for using informatiohnetogy (IT) in any given organization

24
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3.2 Benefits of information technology

Some benefits that can arise from the craftingrméttion technology in an office

environment include

1. Ease in disseminating information

2. Communication between individuals in the offimzomes faster

3. Protection and proper documentation are madsilgesas the system ensures that

data is structured and standardized,

4. Using infra-red printing and wireless networkiceyds enables staff to print their

work fast and connect to each other’'s network, @aflg with the use of e-mail,

electronic communication, and, possibly, interretess even without cables.

3.2.1lIinformation Processing Tasks and the tools used

1.

Capturing information: That is obtaining informatiat its point of origin.
The tools used consist of input technologies sscimause, keyboard
Conveying information: that is presenting inforioatin its useful form. The
tools used consist of output technologies suclhasdreen, printer
Converting Information: that is processing datacteate information. The
tools used here consist of processor and intereatony

Storage of information: that is storing informatifr used at a later time.
The tools used consist of storage technologies aadiard disk, CD-ROM
and DVD.

Communication of information: that is sending inf@tion to other people
or other locations. The tools used consist of tet@nunications technologies

such as modem, satellite and digital computer.

3.2.2 Methodologies and format in which information systen can be employed

The knowledge of information system is essentialoi@anizational heads
because most offices need information system tens&uand prosper. It's
often said that the better an information systeenelis in any organization,
the wider the coverage even at locations on losgadces. Information
systems provide problem-solving power that mostanizations need to
effectively function at local and global scale. § licludes communication
amongst people in the same organization and conuatimj with

distributors and suppliers in the business world

25
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Again, those with a good amount of information temlbgy skills are able

to carry out the processing and storing of infoioratvithin and around

the office which is one major way information teology has improved

our office environment.

Next, communication between staff with the use obile phones and
other Information Technology devices as a field kagizes the secure
management of large amounts of variable informadiadhits accessibility

via a wide variety of systems both local and wavide. Information
Technology allows people to make informed decisionsork places.
Information Technology introduces style and dynamigh any office
environment its being employed.

It also provides businesses with that desired edge their competitors,
creating a whole new opportunity and provides oiggion with the
required skills needed for rapid expansion in infation technology
industry. Major stake holders in the areas of imfation technology
include:

Project manager

He/ She would be the bridging gap between the piimiuteam and client.
So, he/she must have a fair knowledge of the imgdiséy are in so that they
are capable of understanding and discussing prabeth either party
Network engineer

A network engineer is more of a developer, He/sheancerned with
everything that has to do with the network of coteps, developing
telecommunication network topologies, internetwogkservice requirements
for switched telephone networks and also the redardware and software.
Software architect

A Software architect is a computer expert who makksnced design choices
and dictates technical standards, including softwanding standards tools
and platforms Main responsibilities include limgichoices available during
development just by either choosing, creating dindey standard ways

pursuing applications development and framewoikniy organization.
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d. Systems analyst
A systems analyst act as liaison between the dliadtthe developers. They
make use of computers and other related systenssign new IT solutions,
modifying and enhancing them or adapt existingesystand integrate new
features or improvements, all with the aim of impng business efficiency
and productivity.
e. Systems administrator
Sometimes called the ‘sysadmin’ he/she is respén&b maintaining a more
than one user (multi-user) computer system, inolyidi Local- Area Network
(LAN) whose typical duties include
i. Providing really large storage spaces
il. Performing processes to prevent the spread ofesrus
iii. Setting up user accounts
iv. Adding and configurations of new workstations.
f. Programmer
A computer programmer is also known as a developeder, software
engineer. He is one who specializes in writing softer many kinds of
software, or one who practices or professes a fapgroach to programming,
He makes use of primary programming computer laggsidike C, C++, C#,
python, Java
g. IT support technician
IT support technicians help to find and correcttwafe and hardware

problems for computer users in and around the gigifice environment.

J: 4.0 Self-Assessment Exercise(s) 2

1. What kind of work space would you characterize afe@nce room
into? Give reasons for your answer.
2. From which of these work space patterns would ychiexe better results

assuming you were employed?
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9,

5.0 Summary

We have come to the end of module 1, unit 4. Hapefgund interesting. In this
unit, we explain information technology as any cobep- based tool that people
use to work with information and support the infatiman and information
processing data needs of an organization. It aigolies other equipment and
information transmission systems and not just cdempsuch as facsimiles, telex,
e-mail, teleconferencing GSM, and telecommutingoAdiscussed were benefits
of information technology, categorists of inforneatiprocessing task and IT tools
used, and the methodologies and format in whichritbe employed

! 6.0 Glossary

1 GSM: The Global System for Mobile Communications

2 Debugging:the process of identifying and removing errors frmamputer

hardware or software.
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u: Possible Answers to SAEs

Answers to SAEs 1

IT can be used in the following ways:

i) Information processing tasks, e.g., office autoarati

i) To support management decision making e.g. usd &, Besearch and
training

iii) To support information sharing through use of nekwoe.g.,
telecommuting and teleconferencing

Answers to SAEs 2

1.) A conference room can be characterized as anwpsenspace, because

a) An open work space is for more than ten peoplerigaid perform routine
duties that need very little concentration.

b) It's usually well-spaced and it is suitable forigtes which demand
frequent communication

2.) One cannot really say a particular work space wbeltetter or preferred
because it depends on factors like:
The kind of job that is being done. Examples am@dpction,
manufacturing, or pay roll office. Next, it wouleplend on first the vision
of the planner and how he/ she would want it tc lte.
Secondly on the employee, the kind of work spae¢ ke/ she would
assume the employee can function better in andugedesults. Meaning

all the work space are important at some point.
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Module 2: INFORMATION AND COMMUNICATION

HANDLING PROCEDURE

Unit 1:
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Unit 3:
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Office Automation

Computer Security

Information Systems Disaster Discoveryefhative

Unit 1: Management Information System

Contents
1.0 Introduction
2.0 Intended Learning Outcomes (ILOSs)
3.0 Main Content
3.1 Knowledge requirement of MIS
3.2 The nature of data, information and commuiuoa
3.2.1 Functions performed by information
3.2.2 Value of information.
3.2.3 Characteristicgobd information
4.0  Self-Assessment Exercise(s)
5.0 Conclusion
6.0 Summary
7.0 References/Further Readings

[

Welcome to Module 2, Unit 1 of this course BED31Gffice Information.
Technology. Could you believe that an organizedr@ggh to the study of the
information needs of an organization managemente\ary level in making
operational, tactical, and strategic decisions,uired an implement procedure,
processes and routing that provide suitably detaggorts in an accurate consistent,
and timely manner. Recall, that we have earliscuBsed the concept of Information
technology, Benefits of information technology, dnébrmation Processing Tasks
and the tools used. In this unit we are going tu$es on Knowledge requirement of

MIS, the nature of data, information and commundgt functions performed by

1.0 Introduction

information, as well as characteristics of goo@infation
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@

By the end of this unit, you will be able to:

2.0 Learning Outcomes (LOs)

¢ Define management information system
e State the nature of data, information and commuioica

e State functions performed by information

3.0 Main Content
3.1 Knowledge requirement of MIS

Management information system can be defined gstars which converts data from
internal sources into information and communich#g information, in an appropriate
form, to managers at all levels in all functionsettable them to make activities for
which they are responsible. There are wide rangimayvledge requirements for MIS
which includes, the nature of data and informatigeneral system concepts,
organization principles, planning and decision imgltontrol principles, management
functions and the use of information technology

3.2 The nature of data, information and communication

Data is the term for collection of facts and figure.g., hours worked, invoice values,
usage rates, items received. These basic factsstared, analyzed, compared,
calculated and generally worked on to produce ngessan the form required by the
user, i.e., the manager, which is termed infornmatim essence, information is
processed data which is understood by the user

3.2.1 Functions performed by information

The functions performed by information include:
i) Improving/ increasing knowledge.
i) Reduction of uncertainty.
iii) A control mechanism.
iv) A means of communication.
v) A memory supplement.
vi) An aid to simplification of office work.
31
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u: Self-Assessment Exercise 1

Explain the nature of data, information and comroation

3.2.1. The Value of information.

Information has no value in itself. Its value desvirom the value of the change in
decision behaviour caused by the information beimgilable minus the cost of
providing the information, date capture, handliregzording and processing. It is only
when data are communicated and understood by tigiest and transformed into
information, that value may arise provided that itifermation is used to improve
decision making.

3.2.3 Characteristics of good information

Good information is that which is used and whickates value.
Good information is one which is:

a) Relevant for its purpose.

b) Sufficiently accurate for its purpose

c) Complete enough for the problem.

d) From a source in which the user has confidence.

e) Communicated to the right person.

f) Communicated in the time for its purpose.

g) That which contains the right level of details.

h) Communicated through appropriate channel of comoatioin

i) That which is understandable by the user.

J: 4.0 Self-Assessment Exercise(s) 2

1. Define Management Information System.

2. Enumerate five functions performed Hpimation
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19
5.0 Summary
In this unit, the definition of Management Inforneet System and the knowledge

requirement of MIS have been examined. Also dislissere the nature of data,
information and communications, the functions peried by information, the value

of information as well as characteristics of goodimation.

14

1. Value: consider (someone or something) to be importabeoeficial.

6.0 Glossary

2. Mechanism: a natural or established process by which somethkes place

N
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u: Possible Answers to SAEs

Answers to SAEs 1

Data is the term for collection of facts and figsire.g. hours worked, invoige
values, usage rates, items received. These basis &ae stored, analyzed,
compared, calculated and generally worked on tdyre messages in the form
required by the user, i.e., the manager, whiclersw¢d_information. In essende,

information is processed data which is understoothbe user

Answers to SAEs 2

1.

O

MIS can be defined as a system used to convertrdatainternal sources int

O

information and to communicate that informationamappropriate form, t

D

managers at all levels in all functions to enalflent to make effectiv

D

decisions for planning and controlling the actestifor which they ar¢
responsible.

The functions performed by information include:
i) Reduction of uncertainty

if) A control mechanism.

i) A means of communication

iv) Improving/increasing knowledge

v) A memory supplement
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Unit 2: Office Automation

Contents
1.0 Introduction
2.0 Learning Outcomes (LOSs)
3.0 Main Content
3.1 Office Automation Project
3.1.1 Meaning of Office Automation
3.1.2 Application of Office Automation system
3.1.3 Adverse effect of Office Automation to workers
3.2 End user computer

3.3 Information Centers (IC)
3.4 Other DP resources
3.5 Computer Bureau

4.0 Self-Assessment Exercise(s)
5.0 Summary

6.0 Glossary

7.0 References/Further Readings

@ 1.0 Introduction

The use of information technology and modern comopation system may itself be
a factor in the way organizations are structuregtofation means using computer
technology to speed up the performance of existagik. The computer does not
change the task structure, it simply makes it easi€his unit focus on office
automation Project, meaning of office automatigoplization of office automation
system, adverse effect of office automation to wosk as well as the Computer

Bureau

@ 2.0 Learning Outcomes (LOSs)
By the end of this unit, you will be able to:

e Explain Automation
¢ |dentify quality of person responsible for managaifice automation.
e Enumerate services offered by Computer Bureau
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3.0 Main Content
3.1 Office Automation Project

Traditionally, the responsibility of introducingwecomputer projects was that of the
DP manager. However, computerization and othecefautomation projects can
cover a large number of varied office tasks anéafmost, if not all, office staff.
Although the DP manager has the technical Know-Hwwvloesn't necessarily have
the managerial skills and knowledge to understavd &utomation affects:
a. Working arrangements in the office
b. The style or structure of the organization
C. Attitudes of personnel
The person responsible for supervising/managingefiutomation projects ought,
ideally, to be someone who:
e Is aware of the different requirements of differesers of the same system
(especially in network systems or multi-users sysje
e Is aware of the need to design new systems whicin fivith different and
changing objectives;
e Understands how organizations, and people witremtHunction effectively;
e Sees office automation as a means of making chaamgesnprovements, not
as an end in itself;
e Has a technical awareness.
The office automation manager should be given $ipdcresponsibilities, which
might include the following:
a. Developing recommending and coordinating planoflice automation projects
b. Working with the accounting department to produestienefit justification for
each new project.
c. Producing (and enforcing) guidelines, policies atahdards for:
e The procurement of hardware
e The procurement of software
e Personnel and pay matters
e Installation and testing
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e Maintenance of systems

e Dealing with hardware and software suppliers

e Staff education and training in new systems

e Monitoring new technological development and trends

e Advising other managers and computer users in thanization

e Involvement in system analysis, design and ingiaiia

3.1.1 Meaning of Office Automation

An Office Automation System is a conglomerate afoas technologies intended to

improve the efficiency of office work by replacitige routine clerical secretarial and

paper-based tasks with computer-based equipment.

3.1.2 Application of Office Automation system

Some of the application areas of office automasigstem are:

1. Word Processing: This involves hardware and so&waols that allow the

computer to behave like a typewriter.

Desktop Publishing: This refers to technolegised to send messages or
documents from one electronic work statioartother. Its uses in business include
facsimile, voice mail and electronic-mail box

Electronic Mail: This refers to technologies usedsend message or document
from one electronic work station to another. ltssum business include facsimile,
voice mail and electronic-mail box.

Teleconferencing: This refers to the holding of tirgs among people who are at
physically different sites. The types of telecoafering are Video and Audio-
teleconferencing.

Desktops Organizers: These are software packagss ptiovide users with
electronics equivalent of organizing and coordmgtiools likely to be found on
an office desk. Tools such as calendar, cardrfd¢éepad, clock and calculator are
examples.

Archival Storage: This refers to offline storagedidor historical and longtime
storage of materials. Some common technologies wssire archival materials

are magnetic tape and compact disc.

37



BED313 OFFICE INFORMATION TECHNOLOGY

3.1.3 Adverse effect of Office Automation to workes
e Possible harmful effects and dangers of displayogs\to user’s eyes.

e Possible reduction in number of office workers

J: Self-Assessment Exercise 1

1. Briefly explain the meaning of automation

2. State three (3) roles of persons responsible fonagiag office
automation.

3. ldentify four services rendered by computer Bureaus

3.2 End user computer
Traditionally the only people who had direct contaith computer were the systems

professionals (programmers, systems analysis).
The introduction of personal computer, terminaétworks, user-software, databases
has altered the position dramatically and hasdetti¢ growth of end-user computers
by users-not indirect use through systems profeasitJsers include managers, office
staff, sales people, and production workers.
End-user computing is a large and growing field sothe of the applications are listed
below:

e Decision support systems

e Expert systems

e Executive Information systems

e End-user programming

e Computer based training

e Search and retrieval of information

e Text handling and publishing
NOTE: An expert system is a computer system whiotbadlies some of the
experience and specialized knowledge of an experexpert system enables a non-
expert to achieve comparable performance to arrexpihe field. It uses a reasoning

process which bears some resemblance to humanhthoug
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The unique feature of an expert system is the kedgé base, which is a network of
rules which represents the human expertise. Thésg and linkages are derived from
discussions with experts and analysis of that detimaking behavior.

Expert systems have been developed in a numbeeld&f They include medical
diagnosis selection of selling methods personal ginning credit approval in
banking product pricing, and air crew scheduling

3.3 Information Centers (IC)

An IC is small unit of staff with a good techniahareness of computer systems,
whose task is to provide a support function to cot@pusers within an organization.
They also provide help to users who wish to devéher own programs and act as a
go between or link between computer users andrifenzation’s own DP department
or external software and hardware suppliers. 1Gs @ particular value where
distributed data processing is used or where ngoraputers are spread throughout
an organization. In circumstances where non-conngathinical people are in charge
of files, software and hardware they need techrsopport and advice from time to
time.
Typical services IC provides are:
» ldentifying areas where it could usefully be empldy
» Providing technical advice on existing and new heame (capabilities,
limitations, speeds).
» Showing users how to deal with all types of sofevéapplication packages,
0Ol/S).
» Encouraging good practice throughout the Orgamnat.g., system/ program
documentation, back-up procedures, quality checks
» Helping to avoid over-laps, duplicating of effort
» Providing general IT training and specialist tragion new developments,
equipment software.

» To provide assistance and guidance to users demgltieir own systems.

39



BED313 OFFICE INFORMATION TECHNOLOGY

34 Other DP resources

Many organizations do not employ specialist DPfdia€ause they cannot afford the
costs of full-time systems analysts and programnieas organization does not wish
(or cannot afford) to have its own in-house compstaff but it requires technical
information, or needs expert advice on systemsldpueent, it can employ an office
automation manager or set up an information ceAlternatively, or additionally, it
may use external DP resources. This might involugrg application packages from

a supplier, and a range of other resources anitesrv

3.5 Computer Bureau

These are organizations which provide DP faciliteetheir clients.
The range of resources offered by computer buréawonsiderable, with some
offering a complete range of services while ottsgracialize in particular areas. The
services offered include:
= Data Preparation: Transcribing data from sources documents into ehina-
readable form (e.g., on to magnet tape. disks daccdnversion on system
implementation)
= Hiring Computer Time: Providing data on its own quter.
= Do it yourself: Providing the computer but the otievill provide operators,
programs.
= Consultancy: a bureau may provide advice and assistin areas such as
feasibility studies, system design, equipment et#n.
= Software: a bureau may design, write, test andigeosoftware for a particular
application, or may design and/ or adapt applicgpackages;
= Timesharing/Remote Job Entry (RJE): The client ligswn remote terminal,
to process data on the bureau’s computer.
= Turn Key Operation: The bureau' undertakes thenttdieconversion to a
computer system, and all the client has to dousn‘the key' to commence
using the systems.
= A system integration service to provide an intezfetween one organization

and another.
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u:' 4.0 Self-Assessment Exercise(s) 2

a. What is office automation?

b. Explain six areas that office automatian be applied

5.0 Summary
This unit examined the definition of automation amifice automation projects.

Automation is a means of using computer technotogspeed up the performance of
existing tasks. The data processing manager hasettmmical know-how, but he

doesn't necessarily have the management skillskanevledge to understand how
automation affects working arrangement in the effithe style or structure of the
organization and attitude of personal. End-usermdaer, information centre and other
resources were discussed. Finally, it was explaitited computer Bureau are

organization which provide DP facilities to thelieat.

1 6.0 Glossary

1. Automation: “the technique of making an apparatus, a process sgstem
operate automatically.
2. Client: someone who gets services or advice from a profeskperson,

company, or organization
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J: Possible Answers to SAEs

Answers to SAEs 1

1. Automation means using the computer technology peed up the

=

performance of existing tasks. The computer dodschange the tas

structure; it simply makes it more efficient.

—+

2. The person responsible for supervising office aatiion projects ough
ideally to be someone who:
a. Is aware of the different requirements of differeisers of the same
system (especially in network systems or multi-is3stems)
b. Sees office automation as a means of making charaes
improvements, not as an end in itself.
c. Is aware of the need to design new systems which fith different
and changing objectives.
3. The services offered include:
a. Data preparation: Transcribing data from source documents into a
machine-readable form (e.g., on to magnet tapd) dicluding the
services offered for file conversion on system iempéntation.

ts

b. Hiring Computer time: a bureau will process the client's data on
own computer.
C. Do it yourself:a bureau will provide the computer but the clieiit

provide operators, programs.
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Answers to SAEs 2
Office Automation System is a conglomerate of vasitechnologies intended to

improve the efficiency of office work Iieplacing the routine clerical
secretarial and
paper-based tasks with computer-baseipeent.

b. Some of the application areas of ofilaéomation system are:

v

1 Word Processing: This involves hardware and so#vi@ols that allow the
computer to behave like a typewriter.
2 Desktop Publishing: This refers to technologiesdusesend messages or
documents from one electronic work station to aoths uses in business
include facsimile, voice mail and electronic-maoixb
3 Electronic Mail: This refers to technologies usedsend message or
document from one electronic work station to anothie uses in business

include facsimile, voice mail and electronic-maoixb

D

4 Teleconferencing: This refers to the holding of timgs among peopl
who are at physically different sites. The typesteléconferencing ar

D

Video and Audio-teleconferencing.
5 Desktops Organizers: These are software packagepribvide users with
electronics equivalent of organizing and coordmmtiools likely to be
found on an office desk. Tools such as calendad fil@, notepad, cloch
and calculator are examples.

6 Archival Storage: This refers to offline storagesdidor historical and

4]

longtime storage of materials. Some common teclyiedoused to stor

archival materials are magnetic tape and compact di
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Unit 3: Computer Security

Contents
1.0 Introduction
2.0 Learning Outcomes (LOs)
3.0 Main Content
3.1  Computer Security
3.2  Computer Security Measures
4.0 Self-Assessment Exercise(s)
5.0 Summary
6.0 Glossary
7.0 References/Further Readings

@ 1.0 Introduction

Failure to secure information may consequentlyltésurecoverable losses and harm
the credibility of an organization. ICT system alada processed by such system may
be made dysfunctional due to a number of factock s natural factors, technical
failure, human error and fault, malicious softwargernational attacks, computer
crime and international terrorism. This unit ismgpto be an interactive lesson, kindly

pay attention to the contents of this topic.

@ 2.0 Learning Outcomes (LOSs)
By the end of this unit, you will be able to:

e Explain computer security

e |dentify measures to be put in place for compu¢eusty.

3.0 Main Content

3.1  Computer Security
Computer security can be defined as the proteaiosystems from accidental or

deliberate threats that might cause unauthorizeatifioation, disclosure or destruction
as well as the protection of information systenesrfirdegradation or non-availability
of services. Computer security is concerned witbtgmting computer systems,
computer files and databases from external sowtdamage. A breach of security
may result into any of the followings.
i. Loss of confidentiality
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ii. Loss of availability of computer services througtscheduled interruption and
breakdown.
Security measures must be proactive and reactmdsin principle and effective in
operation. Security must be considered from twepertives, namely; operation and
physical.
Operation Security has two purposes namely:
» Prevention of unauthorized users to access oratse d
» Prevention of authorized users from misusing thi@ dadamaging it through

ignorance

u: Self-Assessment Exercise 1

1. What do you understand by computer security?

2. Enumerate five computer security measures thabegsut in place

3.2Computer Security Measures
Computer security measures can be in the followiags:

i) Prevention
i) Pro-activeness
iif) Deterrence
iv) Recovery
v) Correction
vi) Physical security
Prevention and Proactive measures include the folleing:
e Precautionary measures to safeguard the system dpdarnal threats and
unauthorized persons.
e Protect and defend the system from illegal openatioy authorized personnel
e.g., the use of operator permissions, restrictidracess to certain functions.
e Immune the system from damage and neutralize tfextedbf operations
inimical to the correct performance of the systerocpdures for threat
avoidance are:
i.  Sense and report unauthorized operations.
i.  Discover and identify illegal operations and intusl
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e Deterrence: Deterrence measures ensure that illegal operatoas not
encouraged and that erring employees are not allotee become bad
influences to others.Deterrence measures include appropriate incerdgings
penalties to restrain same persons or other us@erform such acts in future.

e Recovery:Recovery procedures are procedures put in placdrtionize the
effects of unscheduled interruptions/breakdowns pravide a means to
ensure  continuous operations and prevent finblosses to the business.

e Correction: Remedial actions are actions taken to bring theesydack on
track after recovery. This may include procedures to maleeessary
amendments and fine tune the system to achieveedgserformance levels.

e Physical Security: This relates to the ability to physically proteitte
hardware and media that hold programs and data @festruction, loss or
damage. This means of achieving physical secuepedds on the control
environment and the nature of the threat.

Physical Security measures may include the foling:
e Physical access control
e Fire prevention and detection equipment
e Provision of uninterrupted power supply (UPS) pquent
e Introduction and enforcement of a strict backuptireuwith a copy of the

data stored in a secure location offsite.

Password Security: The first thing to think about when you implememt
office security policy is password. It seems tassbeobvious, and yet it is often
overlooked. Here are some common-sense guidelineskdéeping your
password secure:

Dos
= Change your password often (monthly is recommended)
= Use letter/number/special character combination
= Choose a password that is easy to type
= Choose a password that is easy to remember

= Make your password at least six characters long.
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Don’ts
= Don'’t use your first or last name.
= Don'’t use the name of your pet, spouse or children
= Don'’t use your login or username
= Don't leave a password on somebody’s voice-mail

= Don't use the same password for all your passweetis.

u:; 4.0 Self-Assessment Exercise(s)

State five measures that can be taken to safegiuaibmputer.

5.0 Summary

Computer security is concerned with protecting corapsystems, computer files and
databases from external sources of damage. Inutiits we have examined the
computer security measures needed to be put ire pfadude retentiveness, pro-
activeness, detective, deterrence, recovery, dwre@and physical security were

discussed

’ 6.0 Glossary

1. lllegal: contrary to or forbidden by law

2Recoverythe action or process of regaining possession mr@oof something

stolen or lost
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u: Possible Answers to SAEs

Answers to SAEs 1
1. Computer security is concerned with protectingiputer systems, computer

files and databases from external source of dan@g@puter security means the
protection of systems from accidental or delibertiteeats that might cause
unauthorized modification.
2. Computer security measures include.
= Prevention
» Proactiveness
= Detection
= Deterrence

= Physical Security

Answers to SAEs 2
Computer security measures can be in the followiays:

Prevention, Pro-activeness, Deterrence,

Recovery, Correction, Physical security
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Unit 4: Information Systems Disaster Discovery Akrnative

Contents

1.0 Introduction

2.0 Learning Outcomes (LOSs)

3.0 Main Content
3.1 Information system contingency and disasteovery plan
3.2 Disaster and disruptive events to informatigstem
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3.2.2 Information systems disaster recovery strategies
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6.0 Summary

7.0 References/Further Readings

1.0 Introduction

A good business continuity plan will take into aanball types of events affecting
both critical information system facilities and easer’'s normal business operation
functions. In addition to these, in case of theswscenario, short term and long-term
fallback provisions are required. For the shonntean alternate processing facility
may be needed to meet immediate operation needs tlas case of a major natural
disaster. In the long term, a new permanent fgatiust be identified for disaster
recovery and equipment to provide for continuatbmformation system processing
services on a regular basis. In this unit, we wiXamine Information system
contingency and disaster recovery plan, causessaét@r, and information systems

disaster recovery strategies.

@ 2.0 Learning Outcomes (LOSs)
By the end of this unit, you will be able to:

e Explain information system contingency and disasteovery plan.
¢ |dentify causes of disaster

e State information systems disaster recovery stiegeg

49



BED313 OFFICE INFORMATION TECHNOLOGY

3.0 Main Content

3.1 Information system contingency and disaster movery plan

Information system contingency planning, otherwisdled Business Contingency
Planning (BCP), is a process designed to reduoegamization’s business risk arising
from an unexpected disruption of its informatiorsteyn which is critical to the
organization. BCP is primarily the responsibilitysenior management, as they are

entrusted with safeguarding both the assets andiabhdities of organization.

u: Self-Assessment Exercise 1

i.  What is disaster recovery plan?

il. Give any three key elements required in a disaster

recovery plan

3.2 Disaster and disruptive events to informationystem
Disaster can be defined as disruptive incidencasdduse critical information system

resources to be inoperative or non-functioning dperiod of time and thereby
adversely affecting business operations.

3.2.1. Causes of disaster
a) Natural calamities, such as floods, severe thutolens and fire.

b) Electrical power, telecommunications and deliveeyvies that are no longer

supplied to the company.

3.2.2. Information systems disaster recovery strategies

Information systems disaster recovery strategy isombination of preventive,
detective and corrected actions to be taken. They a

a) Removing the threat altogether

b) Minimizing the likelihood of occurrence

c) Minimizing the effects of occurrence.
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Removing the threat and minimizing the risk of aceoce can be addressed by the
implementation of physical and environmental séguwhile minimizing the effect
can be achieved by implementing built-in resilietlw®ugh alternative routing and
redundancy.

In selecting a recovery strategy, the followinglddbe considered:

a) The criticality of the business process and thdiegmns supporting the process
b) Cost

c) Time required to recover and

d) Security

u: 4.0 Self-Assessment Exercise(s) 2

1. What is disaster recovery plan?

2. Give any three key elements required in a disast@Every plan

9,

We have come to the end module 2, unit 4. In this a disaster recovery plan is

5.0 Summary

defined as an arrangement that provides for imnediacess to the alternative
computer hardware and the restoration of softwaregrams, data and
telecommunication facilities in case of the unexpdc Also discussed were
information system contingency and disaster regoptm, disaster and disruptive
events to information system, causes of disastevedsas information system

disaster recovery strategies

! 6.0 Glossary

1. Disaster:an event or fact that has unfortunate consequences

2. Redundancy: a situation in which something is unnecessary sz is more
than is needed
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Answers to SAEs 1
A disaster recovery plan is an arrangement thatigegs for immediate access to pn

Possible Answers to SAEs

alternative computer hardware and the restoratiosotiware program data and
telecommunication facilities in case of the unexpdc
Key elements required in disaster recovery plan are
a) An emergency plans
b) A backup plans
c) Arecovery plans
d) Atestplan
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Answers to SAEs 2

a) Natural causes of disaster:
- Natural calamities, such as floods, severe thuholens and fire.

- Electrical power, telecommunicas and delivery services that are ng
longer supplied to the company
- Event caused by human beingsh ss attacks from hackers or viruses.
b) Information systems disaster recovery strategydembination of
- preventive, detective and correctedbastto be taken. They are:
- Removing the threat altogether
- Minimizing the likelihood of occurrence

- Minimizing the effects of occence
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Module 3: INFORMATION SYSTEM INFRASTRUCTURE
MANAGEMENT

Unit 1: Hardware

Unit 2: Software types and their capabilities
Unit 3: IT and E-business enabling software
Unit 4: Managing people in the organization

Unit 1: Hardware

Contents
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3.2.4 Types of computers used in any officeremment
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5.0 Summary
6.0 Glossary
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i/ P
@' 1.0 Introduction

This unit explains Information Technology (IT). li§ a technology in which
computers are made use of to process, store, pratectransfer information.
Computerizations in any office environment helggfswith duties like document
preparation, information management and decisiokimgaSuch a system may be
as modest as a group of independent word process@s complex as a distributed
set of large, communicating computers. Within g#gectrum is a central computer
with several interactive terminals, or a set of knmderconnected computers. In
either system, the office worker would need a wstdtion to perform his work,
and that work station would be capable of electraliy communicating with other
work stations. You should be able to identify tlgiipment that make life and

working conditions better around the office beftre end of this unit
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@

By the end of this unit, you will be able to:

2.0 Learning Outcomes (LOSs)

e Identify hardware used in any office environment.

e State means of upgrading the office to the standecgssary to meet modern
office environment

¢ Identify systems used for gathering informatiomagass, store, or analyze data

o Difference between Office Information System(OIS)dadata processing

system

3.0 Main Content
3.1 Information systems infrastructure management

Any area where people live or work needs a suppgptifrastructure, which entails
the interconnection of basic facilities and sersiemabling the area to function
properly. A comprehensive example would be tha oity, whose infrastructure
includes components like streets, power, telepharaer, and sewage system,
banks, schools, markets/ retailing shops, placesaoship and law enforcement.
Both the area’s inhabitants and the businessesdwarfinitely be depending on
that infrastructure.

Cities with a good infrastructure are consideredemuabitable than cities with
poorer infrastructure and are much more likelyttoaat businesses and residents.
The same goes for the office. Valuable employet=nafhoose offices with better

facilities and management processes.

3.2 Need for an information system infrastructure

As people and companies rely on basic infrastredarfunction, businesses also
rely on an information system infrastructure, like use of hardware, software,
networks, data, facilities, human resources andaes, to support their decision

making, business processes and competitive strategy
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Almost all of an organization’s business proces$egend on the fundamental
information system infrastructure, even thoughittecent degrees. For example,
an organization’s management needs an infrasteidtursupport a variety of
activities, including reliable communication netwsrto support collaboration
between departmental heads and staffs, supplietscastomers, accurate and
timely data and knowledge to gain business inteficge, and information systems
to aid decision making and support office and bessmprocesses. The summary is
organizations rely on a complex but organized im@tion system infrastructure to

effectively thrive in this competitive digital wakl

3.2.2 Hardware

An Office Information System (OIS) is made up @bdlection of highly interactive

self-sufficient tasks that execute in parallel; ¢S tasks include document

preparation, staff payment (payroll), document ngamaent, communication and

aids in decision-making.

The computer consists of:

a. hardware - physical computer parts that are visible

b. Software - set of commands that are "understandablé¢he computer;
instructions to the obvious parts, giving ordersatio do.

The information systems hardware is an integral phthe Information System

infrastructure. It consists not only of the compsitased in an organization, but

also of networking hardware. While the computingdmare is essential to an

organization’s infrastructure because it is needed store and process

organizational data, the networking hardware isdedeto connect the different

systems to allow for collaboration and informatgvaring. Companies often face

difficulties in making decisions as regards theardware. Constant innovations

within the information technology sector lead t@reincreasing processor speeds

and storage capacities but also to rapid obsolescemformation system

executives therefore face countless complex questike:
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1. Which hardware technologies should be chosen?

This is when a company decides which office equiptnigof utmost importance
to it at the moment. Would it be new computerseathan a Typewriter, coffee
maker, office phone (CDMA (code division multiplecass) / wireless), a fax
machine, a photocopier, a printer, a new shelf?

2. At what time interval should this equipment be aepd?

This means when should any of this equipment besifiad as too old and unfit
for usages i.e. when are they due for a changehamdsoon should it be done.
Most importantly how easy would it be if you haventake do with the equipment
assuming they (equipment’s) don't meet up with dlesired technology in the
office?

3. How can the information system be secured best?

This decision is best resolved by management readpenfor the office
information security technology.

4. What performance and storage is needed today?ydax?

This is also to be resolved by management boaihamge of optimization of
information technology present in any given offioehelp realize these goals

5. How can reliability be assured?

When goals are set for those in charge, methodarttssmaking sure the office
utilizes its potential which is to make sure infation technology is realized.

Input and output devices of a computer hardwareesy$nput devices:

e Keyboard
e Scanner
e Touchpad

e Mouse Trackball. The most important office equiptmerth fast improving

intentions is the computer.
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u: Self-Assessment Exercise 1

Identify five most important components of a congput

3.2.3

Basic principle of computers

As data enters the computer through one or morg mhgvices, the computer then

processes the data and transmits the result toutipeit devices. Output devices

can be human inter-faces e.g., a screen or aneldronic device like a storage

device or computer network.

3.24

a)

b)

Types of computers used in any office armnment

Mainframe Computers: These are large, powerful angbensive
computers that could be used by more than one atsdre same time,
within large organizations
Personal Computers (PC): Initially produced by IBikl 1981, for
executing a single task by a single user at the,timw, a single person
can execute many tasks simultaneously (multitagkisgqng a PC
Apple Macintosh (Mac): They are computers madehyApple company
and are usually produced for personal use
Laptop computers (notebook): They consist of LCBpliily and a small
keyboard. Although they are relatively small congust they still perform
the same tasks as other computers.
Personal Digital Assistant - PDA (Palm): These sairall computers that
can fit into a pocket or the user's palm. Theydaeeloped for performing
basic personal/business functions like:

i) Maintaining the address book

i) Accessing and browsing the Internet

iif) Sending/receiving e-mails

iv) Managing personal or business tasks and assignments
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Note: PDAs have now been replaced by modern sntashgs that combine the
features of a PDA with that of a mobile phone haneé camera. Beside notebooks and
palms, there are other portable digital device$1aag mobile phones, Smart phone
(mobile phone with advanced functions such as enhatiérnet browser, e-book
reader).

The most important components of the computer are:

1. Motherboard - MBO; this is the computer’'s "backbbneesponsible for
communication between components and help in tl@sinission of
information.

Central Processing Unit - CPU: It commands exeaut@ata transmission,
computer function control.

Basic characteristics:

It has speed (in Mega Hertz (MHz), Giga Hertz (GQHamount of memory
(Cache in Bytes)

2. Random Access Memory - RAM; it's known as memoryntemer for

programs that are currently running on the system.

Basic characteristics:

Speed (in MHz, GHz), capacity (in Bytes), data ratss (DDR SDRAM,
SDR SDRAM)

3. Permanent memory:

i)  Hard Disk Drive - HDD: It's a memory device used fiermanent data
storage. The data is stored on the magnetic @atiére HDD is also
made of electromagnetic heads, used for readingrecwtding data
with the exception of the newest disk called S8lidten Drive (SSD).

It is made up of two parts; internal and exterraadhdisk.

i)  Basic characteristics include:

i)  Disk platters rotation speed (in RPM) capacity @B), connection
interface (IDE, SATA)

iv)  Floppy Disk Drive - FDD

v)  Optical Disks - CD, DVD
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4. Graphics processing unit (GPU): It is for procegsind displaying images on the
monitor and consists of a graphics processor anahih working RAM memory
Basic characteristics:

¢ RAM size

* Connection interface/slot type

5. ports:
i) Parallel Port
ii) Serial Port
iii) Universal Serial Bus (USB)
There are other common devices for storing andstearing data from one
computer to the other like:
iv) USB flash drive
v) diskette and ZIP diskette
vi) CD and DVD discs.
vii) Memory cards.
Communication and Collaboration between office sysims
One of the reasons why information systems in aegdions have become so
powerful and important is the ability to interconheallowing internal and
external constituents to communicate and collakorsith each other. The
infrastructure supporting this consists of a vgriet components, such as the
networking hardware and software that facilitate ititerconnection of different
computers, enabling collaboration literally arouhd world. However, having a
number of interconnected computers is necessarydiusufficient for enabling
communication and collaboration; companies alsod nether hardwares and
softwares. An example is e-mail servers, along watmmunication software such
as Microsoft Outlook, which are needed to enakibecad range of internal and
external communication. Further, it has become easingly important for
companies to be able to utilize videoconferenainigridge the distances between
a company's offices or between a company and isgnkas partners, saving
valuable travel time and enhancing collaboratioowelver, as there are vast
differences in terms of quality, costs and funaidg of these systems,
companies have to assef¥eir communication needs and carefully decide

which combination of technologies best supportgtheds of the organization.
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Data and Knowledge

This is probably among the most important assetsrganization has, as data and
knowledge are essential for both gaining busingsdligence and executing business
processes. Managing this resource however reganr@sfrastructure with sufficient
capacity, performance and reliability. For exammempanies like Amazon.com
needs databases to store customer information,upradformation, inventory,
transactions and so on.

Management here would need trained professionadsandnrelatively well educated
and can create, modify, and/or synthesize knowle@gganizations must effectively
utilize their knowledge to gain a competitive achzaye.

Facilities, although not directly needed to supgmusiness processes or business
intelligence, they are needed for the informatigstem infrastructure. Although not
every company needs facilities such as those us&bbgle’s data center, managers
would need to carefully consider where to housedifferent hardware to be used,
software and data centers.

An office desktop computer may not need much imsgeiof power, nor does it
generate much heat. However, massive clustersmpuaters or server farms, i.e. a
vast number of servers to support the informationc@ssing needs of a large
organization, need housing facilities. In addititimere is also the need to protect
important equipment from intruders and other eleseunch as water or fire.

The most prominent threats to an organization’srinfition System (IS) facilities
come from floods, seismic activity, rolling blacksuhurricanes and the potential of
terrorist activities. Other issues to consider #me questions of availability; for
example, can an organization afford to have its Wiebunavailable for a minute, for
an hour, or even for a day

Human Resources

Another issue faced by companies is the availgbift a trained workforce.
Although even large facilities do not require lasggport staffs except, they are
well trained. This is one of the issues faced Hice$ or companies having very
large data centers. While the construction of iigcidreates a large number of
construction jobs, helping the area’s unemployn&hiation, permanent jobs
require special skills so much of the workforcel waié “imported” from other

regions. For this reason, many companies try tatiofacilities in common areas.
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Designing the Information System Infrastructure

Every organization has its growing need for a cahpnsive information systems
infrastructure. A number of solutions have emergied are continuing to emerge.
While some of these solutions are already commainkes practice, others are
just now starting to be adopted. We would attengptcteate solutions as to
effectively designing information system infrastuure.

3.2.5 Managing hardware infrastructure
As earlier stated, the hardware is an integral pérthe Information System

infrastructure within and around the office, buss®s environment and research
facilities. For instance, auto manufacturers, sashJapan’s Toyota, use large
supercomputers to simulate automobile crashes hasvevaluate design changes
for vibrations and wind noise. Another exampléis t).S. Department of Energy’s
Lawrence Livermore National Laboratory that makee af supercomputers for
simulating nuclear explosions.
It is expected as that every organization would faach large-scale computing
problems. The demands for computing resourcesfegr fluctuating, leading to
either having too few hardware (resources)to resphoblems or having too many
idle hardware. To address this problem, many omgdioins now turn to:
i) On-Demand Computing
On-demand computing is a way to address some uictabld computing needs,
making it possible to allocate the available resesiron extreme users’ need basis
which would most times be on a pay-per-use basisekample, more bandwidth will
be allocated to a videoconference, while othersuséio do not need the bandwidth
at that time receive less. Similarly, a user rugniomplex data mining algorithms
would actually receive more processing power thaser merely doing some word
processing. At times, organizations prefer to “remtsources from an external
provider. This form of on-demand computing is reddrto as utility computing, which
happens when the resources in terms of procesdaig,storage, or networking are
rented on an as-needed basis and the organizatieives a bill for the services used
from the provider at the end of each month. Forymaampanies, utility computing
is an effective way for managing unforeseen demematrolling costs. In essence, all
tasks associated with managing, maintaining, agdagbing the infrastructure are left
to the external provider and are typically bundlatd the “utility” bill. The point is
this, if you don’t use, you don't pay.
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i) Grid Computing

Although today’s supercomputers have tremendouspating power, some
tasks are even beyond the capacity of a superce@mpuotieed, some complex
simulations can take a year or longer to calcuéten on a supercomputer.
Sometimes, an organization or a research facilibyld have the need for a
supercomputer but may not be able to afford onaumxof the extremely high
cost. One of such examples is the fastest supendgengpwhose cost runs into
some billions in Naira, and this does not repretientotal cost of ownership as
it does not include all the other related costariaking the system operational.
e.g. personnel, cost of facilities, storage, saftwaAdditionally, the
organization may not be able to justify the cosiaose the supercomputer may
be needed only occasionally to solve a few compteklems.

Grid computing refers to combining the computingvpoof a large number of
smaller, independent, networked computers, oftgalae desktop PCs, into an
interconnected system in order to solve probleratdhly supercomputers were
previously capable of solving. As a major charaster grid computers are
regarded as very specialized systems because {lwy arganizations to
resolve (smaller or larger) re-occurring problems.

To make grid computer work, large computing tasksteoken into small

chunks, each of which can then be completed bynttieidual computers
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The figure shows how a grid computer works, linkiagd resolving
problems by breaking each task in to smaller bitiset resolved. However,
the grid will always pose a number of demands iimseof the underlying
network infrastructure or the software managing disgribution of the
tasks. Further, many grid computers perform onsgieed of the slowest
computer, thus slowing down the entire grid. Mamynpanies and big
offices actually do start out with a grid computingrastructure and
attempt to overcome these problems by using a aeiagrid. I.e., when
the individual computers, or nodes, are just therperform the required
task just like in the grid’s computing.
The advantages of a dedicated grid include:

a) Easy to set up and manage

b) It's cost effective when compared to purchasing@escomputer.

c) As the grid evolves new nodes could always be added

d) Dedicated grids become more heterogeneous over time
One factor that adds to the popularity of usingickged grids is the falling cost
of computing hardware. Just a few years ago, coiepamve attempted to
utilize idle resources as much as possible andséieterogeneous computing
grids. However, the added complexity of managirgtwogeneous grids poses a
large cost factor so that today it is often moretceffective to set up a
homogeneous, dedicated grid;
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in this case, the savings in terms of softwareraadagement by far offset the
added costs for dedicated computing hardware mg@&f both acquisition and

maintenance.

iii) Edge Computing
Another recent trend in IS hardware infrastructaemagement is edge computing.
With the decrease in cost for processing and datage, computing tasks are now
often solved at the edge of a company’s networktter words, rather than having
massive, centralized computers and databasespfawdtnaller servers are located
closer to individual users. This way, resourceteims of network bandwidth and
access time are saved. If a computer needs seveuas to compute a certain
problem, it might be a good choice to send the task a network to a more
powerful computer that might be able to solve fivablem faster. However, as the
costs for computing power have decreased tremehdousr the years, many
problems can be computed locally within a matteisedonds. It is no longer

economic to send such problems over a networkémmate computer

u: 4.0 Self-Assessment Exercise(s) 2

What are the types of computers used in an office?

\
/ L)

O/

5.0 Summary

We have come to the end module 3, unit 1. In tm#&, uhe most important
components of computer were treated, we also adgardf a dedicated grid was

discussed.

] 6.0 Glossary

1. Internet: The Internet is essentially a global network of pobting resources, or

Network of networks basedtloe TCP/IP communications protocol.
2. Grid: A network of wires and cables by which sourcesafer, such
as electricity, are distributed throughout a coyntrarea
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u: Possible Answers to SAEs

Answers to SAEs 1
1. Central Processing Unit - CPU: commands executidata

transmission, computer function control.

2. Random Access Memory - RAM,; it's known as memorptemer
for programs that are currently running on the esyst

3. Graphics processing units (GPU): It's for procegsind displaying
images on the monitor, and also consists of a geanocessor and
its own working RAM memory

4. Permanent memory: Hard Disk Drive - HDD: It's a nmegndevice,
used for permanent data storage. The data is storége magnetic
platters.

5. Ports: Parallel Port, Serial Port, Universal SeBias (USB)
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Answers to SAEs 1

Types of Computers used in an office environment

Mainframe Computers: These are large, powerfulexquensive
computers that could be used by more than oneatisbe same time,
within large organizations
Personal Computers (PC): Initially produced by 1BML981, for
executing a single task by a single user at the,timw, a single person
can execute many tasks simultaneously (multitagkisaqng a PC
Apple Macintosh (Mac): They are computers madehyApple
company and are usually produced for personal use
Laptop computers (notebook): They consist of LCEptily and a small
keyboard. Although they are relatively small congosi they still
perform the same tasks as other computers.
Personal Digital Assistant - PDA (Palm): Thesesamall computers that
can fit into a pocket or the user's palm. Theydeeeloped for
performing basic personal/business functions like:

I.  Maintaining the address book

II.  Accessing and browsing the Internet
lll.  Sending/receiving e-mails

IV.  Managing personal or business tasks and assignments
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Unit 2: Software types and their capabilities
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:/- B
@ 1.0 Introduction

In this unit, we will examine different types offsgare, from open software to cheap

and accessible software, that are used in/on agnyelay computer. The unit will also

point out features of real user-friendly softwaepartment and /or what unit it is

applicable to. It is possible for software to bstailed with the required hard ware

making it possible to send and receive informaffom within and around the office

through mails and most social media.

@

2.0 Learning Outcomes (LOSs)

By the end of this unit, you will be able to:

Identify the actual software to be used that is pactable with a particular
network and for which particular hardware.

State when particular operating software is gogdvioich particular job, and
which type is actually user friendly.

State how to effectively reduce cost on softwasgasat any time
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3.0 Main Content
3.1 Software

There are various types of software that enablageaies to utilize their information
system hardware with the network. Software assstmnizations in executing
business processes and competitive strategy. Cosisiy with increased reliance on
information systems for managing the organizatieffiectively utilizing software
resources has become critical and complex. Compahét have to manage updates
on software, fixing bugs, and managing issueseadl& software licenses on every
computer used.

Software is defined as a computer program whiclikeihardware, is an indescribable
part of the computer. It's written to perform age or multiple tasks on computer
using the built-in hardware. Software is an esséptmponent of computer system,
regardless of where the system is being used, becd#u enables hardware
communicate with each other to get the desired wlorie.

Managing the Software Infrastructure

With growing use of information system to suppaffice, schools, organizations’
business processes and the need for businesggieelt, organizations have to rely
on a variety of different software. However, contimsly upgrading operating
systems and applications software is not cost @edoth in terms of labor and the
actual products needed for most schools, trainiagters, offices or even big
organizations.

To reduce such costs, many companies have turndtletaise of open- source
software, integrating various software tools, angspplication service providers for
their software needs.

3.3Types of software
1.0perating systems (OS) is known as that basigram a computer that is

automatically loaded when computer is started upniples of OS are:
e Linux (Debian, Ubuntu, Fedora, Knoppix)
e Microsoft Windows (XP, Vista)
e Mac OS X (Cheetah, Panther, Snow Leopard)
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2. Application software - Types of software thah be used on an installed operating
system, such as:
e Office programs - Open Office.org, Microsoft Office
e Antivirus program - Avira, Sophos, Kaspersky, AyddtAfee, Panda, Norton
(should Microsoft security essential be regardedraantivirus, and why)
e Web browser: Mozilla Firefox, Microsoft Internet arer, Opera, Safari,
Google chrome.
3. E -accessibility options:
e \Voice recognition software,
e Screen reader,
e Magnifying tool,
e On-screen keyboard.
Operating System (OS) software for client and geceenputers
The basic computer application software been useddes:
e Software for word processing, spreadsheets, prasems, and graphics;
e Educational software applications; and
¢ Internet-related and delivered software, includingwsers, Java applications,
and interactive tools on websites
Operating System Software
Particularly in the area of software developmdr#,dpen-source movement has taken off
with the advent of the Internet, and people arotiredworld are contributing their time
and expertise to develop or improve software, mamgirom operating systems to
applications software that are used by systemsadst wifices. As the programs’ source
code is freely available for use and/or modificatithis software is referred to as open-
source software. For instance, the operating systdtware to be used on client or end-
user computers depends on the type of hardwarbdgsed for use. For example, If Apple
computers are purchased, Apple’s OS, which comigstiré computer, will likely be used
the client computers. If computers with Intel orelrcompatible CPUs are purchased, the
computer would likely come with a version of theditisoft Windows OS. Nevertheless,
a larger and more robust network that may needetesdzurely managed will require
special network operating system software installedhe network’s server to manage
the functions of the network, including links tarpers and other peripherals, e-mail, file
sharing, security functions, and communication agriotked computers.
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Open-Source Software (OSS)
One of the most prevalent examples of open-sowfte/are is the operating system
Linux. It was first developed as a hobby by a figahr university student (Linus
Torvalds) in 1991.He first developed the versionHonself, and then he made the
source code of his operating system available ¢éoyewie who wanted to use it after
which he improved on what he had done. Becausts afnique stability, Linux has
become the operating system of choice for Web sgr¥a addition to the Linux
operating system, other open-source software’s hasen gaining increasing
popularity because of their stability and low cdstgood example of open-source
application software is the Firefox Web browser dnel office productivity suite
Open Office. While there are many upsides to omemee software, some vendors
still stress the “hidden” costs of running thistadire.
One largely debated topic by experts is the supgriof open-sourced software when
put to use in offices, schools, business orgamiratietc., as compared to those
commercialized software products for client andveeroperating systems. The
answer is not easy since it involves policy, conuiadr technical, and educational
concerns.
An example is that of the educational system. Titimate factor to be looked out for
in making technology decisions is if the softwaupmorts the learning needs of
students, (assuming it's used by a school) and ihelps the teacher in all
ramifications. If the software and hardware soluialo not ultimately serve the
teaching and learning process, then even “inexpehsr “free” options can be very
costly educationally. If the key educational softev@rograms cannot be used on
systems with “free” OS software, then the “free”lusion could become very
expensive. Similarly, educational use and needsctonputers are often quite
different from corporate needs. That's why decisimaking about technology choices
for schools needs to reflect these differenced #trees.
One of the most popular open-source software ptsdised for computer operating
system software is Linux. It became popular becéissavailable, free of charge and
has a large development and user community. ltsedwnly rarely as a client
operating system (on the end terminal or PC au#eg’s desk), mainly because few
software applications, such as word processing,beansed on computers running
Linux.
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Benefits of Open-Source Software (OSS)

The technical benefits of operating system and osktwperating system software
are the software’s reliability, performance, scaigb security and cost. A variety

of comparisons have shown that servers runningdanash less and perform better
than commercial and other OSS software. Secondtyx.can be used on a wider
range of computer platforms than any other opegagystem. It's also the most
popular operating system software for Internet esex,vaccounting for about 30%
of all Web servers in the world. Next, it is actyed more secure option than
commercial Open-Source Software. Finally, sevetaliss have shown that Linux
and other open-source software usually have saamitly lower initial costs than

commercial operating system software.

u: Self-Assessment Exercise 1

Which device performs both input and output attiak the same time?

3.2.1 Networks
A computer network is a collection of computers atider hardware components

interconnected by communication channels that aktwaring of resources and
information within and outside the office environmhe

The scope in communication has increased significam the past decade; this
wouldn’t have been possible without continuous adeanent in computer network
and the technologies that make communication betwesworked computers
possible. Wired and wireless networks actuallyakmmputers, printers and other
devices in an office environment share interneesscfiles among other things. A
combination of wired and wireless network connetioprovides the most

flexibility and ease of installation.
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Fig: A wired and wireless network

LAN (Local Area Network): A small network that phgally connects nearby
computers (within the firm, organization, or a helusld)

WAN (Wide Area Network): A much larger network tlatvers a city or a region
Intranets and Internets

Messages within an office can be transmitted edeatally (intranet) as well as
around the universe (Internet). Office staff arkedb exchange information over the
computer via the Net through e-mail, which can éet simultaneously to persons
around the world.

Internet

It is known as a world network of connected compmjteonnected through WAN and
LAN. The intranet is an internal computer netwarged within a company, whereby
relevant information such as telephone directoriadendars of events, procedure
manuals, job postings, human resources informatimmh general information about
on-goings around the office can be posted and agd&Yith the intranet, one is able

to communicate online with individuals within a agsted work environment.
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Extranet
The Internet is a global computer network that pesrmmillions of computers
around the world to communicate via telephone syst&nd other communication
lines.
They don't necessarily have to be exclusively mamsbé that organization; they
can outsource experts for performing common tasks.extranet It is also known
as the digital information super-highway and isaat pf the World Wide Web.
The Internet is a public worldwide computer netwduk of information and
comprising of inter-connected networks that spangiobe.
3.2.2 Web service
Web Pagesit is one of the services that can be used onnatevhich enables one to
view and search contents in the form of web-pa§esorganizations or anyone, who
wish to post information or sell products to do seeb page programs, such as
Macromedia, Dream-weaver and Site Rack, enables usecreate their own web
pages. Such web page enables users to createwreiveb pages. Other services on
Internet that can gainfully be applied in mostcH8 are.
e Instant messaging (IM)
Google Talk, Skype, Windows Live Messenger, Yahdessenger
e Voice over Internet Protocol (VolIP)
Protocol used for voice transfer over IP networkalsically enables staff
in an organization and users in general to sim@gkermphone-calls
e Really Simple Syndication (RSS)
Used for dissemination of information or articlesaang others. Published
on web page using RSS channel, RSS news usual§istef title, few
sentences and link to a web page where users adrtiie whole article.
Users have to subscribe to RSS channel in ordegciive news in their
RSS reader.
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Web-based e-mail

Web mail is an internet service that allows peogpighin and around the same
office to easily send messages and files to angwoand the world from any
computer provided they are connected to the intekiéh a registered account,
users can send and receive messages, images aothanyype of information.
E-mail is keyed messages sent from one computandther, using a network
linking the units. Sending messages from one coemptd another between
colleagues, coworkers, helps to ease problemsasithmunication in the office
environment

Voice Mail

Voice malil is also another form of e-mail. It is radike words converted or digitized
into electronic computer language. This form of cmmication is transmitted
electronically by phone lines for immediate deliver can be stored in a computer
mailbox. The recipient is able to retrieve the ragssby dialing a code number to
access the mailbox. The computer reconverts theagedo the caller's voice and the
recipient is able to hear the voice message.

Internet data transfer

Download - data obtained from internet and stonegersonal computer Upload -

retrieving data gotten from internet on personahgoter back to internet server

u: 4.0 Self-Assessment Exercise 1

1. How can an organization reliably protect itsilfaes from threats such as

viruses or man-made threats?

2. What is the difference between a notebook aPdraonal Digital
Assistant - PDA (palm)?

3. What is the difference between a LAN, WAN, &mitrnet?
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5.0 Summary

We have come to the end of unit 2. | hope you feilind it interesting. This unit
covered software usage and application with redpdeardware. It also covered how

to manage the software infrastructure, open-sosottevare.

&

1. Accessibility: The quality of being easy to approach, reach, espsrak with,
useuoderstand.
2. Screen readerscreen reader is an assistive technology, primaséd by people

with 8 impairments

Amoor, S.S. (2020)Office Secretarial Standard Practices. Zaria: ABU Press.
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u: Possible Answers to SAEs

Answers to SAEs 1

Touch screens. They enable the user to interaetttirwith what is displayed
rather than using a mouse, touchpad, or any otbemnediate device (other thg

a stylus, which is optional for most modern touctesns).

Answers to SAEs 2

To get round these problems, there are essengatigus that should be address
by the software engineer has to provide answetfsetéollowing questions:

v" Which network operating system as a software eegjnghould be
used/prescribed?

v" What technical support is really available if théedent options are
cost effective?

v" What type of network operating system softwareoismimonly used in
office, schools, small businesses and governmeehcgs in your
locality?

v" What types of network operating system softwaeepaesently being
used?

v Is the network operating system software alsolabki in a language
version to match languages commonly spoken by teetimicians and
users?

Proponents of using Linux in educatior@hputer environments often
emphasize the fact that Linux is “freetlahat the money saved from not
having to purchase operating system awvoedt operating system
software is a sufficient reason to us&iifortunately, this argument is
flawed. In terms of education, educatieachers and students with free
software like Linux is advocated. At wipaint do you think it becomes

a more expensive choice.

sed
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Unit 3: Information Technology and e-business Enalihg Software
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3.2.1 Disadvantages of SFA
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6.0 Glossary

7.0 References/Further Readings

j 1.0 Introduction

| welcome you to module 3, unit 3 of this courselB#3: Office Information

Technology. Could you believe that computer hasnakver a lot of activities which
bring into play various IT services. In this uniwe will examine Sales Force
Automation (SFA).

@

By the end of this unit, you will be able to:

2.0 Learning Outcomes (LOSs)

e State the advantages of SFA
e State the disadvantages of SFA

3.0 Main Content

3.1 Sales Force Automation (SFA)

Sales Force Automation (SFA) - Information systesecdsin marketing and
management that helps automate sales and sales rf@oagement functions.
When combined, marketing information systems (dbegquently) are called
CRM. SFA automatically records all stages in as@iocess, which includes
contact management system, sales lead trackingmysib systems. Elements of
SFA are sales forecasting, order management arntligr&nowledge.
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3.2. Advantages of SFA

1.Advantages of SFA to a sales manager

SFA automatically present easy to understand tablests or graphs of
information on call sheet.

Activity reports, information request, order boaldather information are
sent more frequently.

Analyze automatically information using sophistexht statistical
technique presenting the result in a user-friemeHy.

Giving the sales manager very useful information.

To marketing managers,

SFA gives information that is useful in understagdihe economic
structure of the industry.

Identify segment within the market.

Identifies target, identifies best customer in plac

Develops new products and others marketing mardgess.

To the Company,

SFA create competitive advantage by increasingymibdty.

Ensure effective time management of sales managestaff.
Management response time reduced due to better coivation with
field sales staff thus company become more alertnaore agile.
Increase customer satisfaction which in turn leathtreased customer
loyalty.

Reduced customer acquisition costs, reduced plasticty of demand
and.

Increase profit margins.

u:l Self-Assessment Exercise 1

SFA has some advantages. Enumerate five such aadyemnt
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3.2.1 Disadvantages of SFA

Some users claim that it is difficult to work with
e Requires additional work i.e., inputting data.
e Dehumanizes a process that should be personal.
e Requires continuous maintenance, information updatind system
upgrading.
e It is difficult to integrate with other MIS

u:; 4.0 Self-Assessment Exercise(s) 2

State five disadvantages of SFA

5.0 Summary
This unit explains SFA functions. It also discusHeel advantages of SFA sales

managers, marketing managers as well as to the aompt discussed the
disadvantages of SFA which include difficult to wawith; requires additional
work i.e., inputting data, dehumanizes a processstould be personal; requires

continuous maintenance.

&

1. Dehumanizes:to remove or reduce human involvement or interadtica process
or place
2. E-Business (electronic businesghy process that a business organization
conducts over a computer-mediated network

6.0 Glossary
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N
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J: Possible Answers to SAEs

Answers to SAEs 1
To the Company,

SFA creates competitive advantage by increasingdymtovity, efficient
effective time management of sales manager anfl Btahagement response
time is reduced due to better communication weldfsales staff thus company
becomes more alert and more agile; increase custsaisfaction, which in
turn leads to increased customer loyalty, reducssomer acquisition costs,

reduces price elasticity of demand and increass# pnargins.

Answers to SAEs 2
a. Some users claim that it is difficult to work with

b. Requires additional work i.e. inputting data

c. Dehumanizes a process that should be personal

d. Requires continuous maintenance, information updatand systen
upgrading

e. lItis difficult to integrate with other MIS
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Unit4: Unit4: Managing people in the organizéon
Contents
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5.0 Conclusion
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7.0 References/Further Readings

i/ e
@' 1.0 Introduction

If an office is not properly managed, it becomd8atlilt to produce desired result.
Even if it has the desired information technology at the required standard, it
would be difficult to produce results. This unisdiss the roles of management in

an office. It also discusses the important rolplahning in an organization.

@

By the end of this unit, you will be able to:

2.0 Learning Outcomes (LOSs)

e Understand the manager's job, and why certainidesisire been made.
e Understand managers ability to "make sense" otlieomany situations faced
by organizations

e formulate action plans to solve organizational jeots.

3.0 Main Content

3.1 Management

Managers perceive business challenges in the emaent, set organizational
strategy for responding and allocate human anadiaé resources to achieve the
strategy and coordinate the work. Managers exermesponsible leadership.
Management's job is to "make sense" out of the msityations faced by
organizations and formulate action plans to sohgawizational problems.
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In order to attain this, managers must do more thanage what already exists.

They must also create, and even re-create, newugi®dnd services in the

organization from time to time. A substantial pafrtnanagement responsibility is

creative work driven by new knowledge and informatilnformation technology

can play a powerful role in redirecting and redesig most organizational plans.

Managerial roles and decisions vary at differem¢le in any organization. Senior

managers are saddled with the responsibility of ingakong-term strategic

decisions about what products and services to pedu

Middle managers carry out programs and plans ofiosemanagement.

Operational managers are responsible for monitatiegfirm's daily activities.

All levels of management are expected to be createvelop novel solutions to

a broad range of problems. Each level of managemendifferent information

needs and information system requirements.

The duties of a manager cannot be over emphasized; often than not they a

saddle with series of responsibilities if the orgation is to succeed. These

responsibilities include:

v

Planning: Planning is the key function of managetmers the process of
determining in advance. What should be accomplisivben, by whom,
how, and at what cost. It also includes outlininglgsophy, policy,
objectives, to be accomplished and the technigqueadcomplishment
Organizing: Establishing structures and systenwutjin which activities
are arranged, defined, and coordinated in terresimie specific objectives
Directing: making decisions, present the decisiamsthe form of
instructions and serving as the leader of the prita.

Coordinating: Inter-relating various parts of therwas it relates to the
office

Reporting: keeping informed those to whom you asponsible, both staff
and the public.

Budgeting: Making financial plans, maintaining agotng and

management control revenue and keeping costsamlith objectives.
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3.2. Planning

Regardless of whether it is planning long-term paog priorities or planning a
two- hour meeting, the planning aspect of managémseihe major contributor
to the success and productivity of an organizati®lanning is the process of
determining an organization's goals and objectased making provisions for
their achievement. It involves choosing a courseactfion from available
alternatives.

Planning is the process of determining organizatiamms, developing premises
about the current environment, selecting coursaabibn, initiating activities
required to transform plans into action and evahgathe outcome. Planning at
managerial level usually depends on their leveaha organization followed by

the type and size of the organization.

u: Self-Assessment Exercise(s) 1

How do managers combine order and chaos in a vedfitimizes both?

3.2.1 Types of Planning Exercises

Generally, there are four major types of plannirereises:
» Strategic
» Tactical
» Contingency
» Managerial
Tactical planning occurs at middle and lower management level ang it
concerned with implementing strategic plans fordahganization.
Contingency planninganticipates possible problems or changes thataoeyr in

the future and prepares to deal with them effeltiae they arise
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Strategic Planning
Strategic planning occurs at top management lenéliginvolves determining
organizational goals and how to achieve them.
Strategic planning has to do with determining thesi® objectives of an
organization and allocating resources for their oagglishment. strategy
determines the direction in which an organizatieeds to move to achieve its
objectives. It also acts as a road map for carrguigthe strategy of any office and
achieving long-term goals. Occasionally a gap exXigtween strategic plan and
real results. To boost organizational performapeeple must be a key part of the
strategy.
Strategic planning is different from long-term ping. Long-range planning
builds on current goals and practices and propmsekfications for the future. On
the other hand, strategic planning, considers atsng anticipated changes in the
environment that suggest radical moves away fromeat practices. When doing
strategic planning, the organization should empeatsiam planning. By involving
those affected by the plan, the manger builds garozation wide understanding
and commitment to the strategic plan.
The elements of strategic plans include:

» Organizations mission statement — What

» Strategic analysis — Why

» Strategic formulation — Where

» Long-term objectives implementation - When and How

» Operational plans - When and How
These plans form the framework for focusing orgatiimnal resources on the
most strategic areas by using a staged approadategplans are implemented
by work teams at all levels of management. Workrtebjectives include:

» Involving all levels of staff in consultation

» Designing and implementing a process to developsguoal objectives for the

organization and unit; a strategic process fomt five to ten years
» Defining and clarifying organizational structuresdaidentifying functions,

customers and service delivery models
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» ldentifying changes and staged approaches need@dve from the current
situation to what will be required over the nexethto five years
» ldentifying and recommending priorities for poliagd program development
» Incorporating goals for expenditure reduction, Eenguality improvement,
workforce management, accountability, technologyl dusiness process
improvement
» Stating the start date and first report date. Way, departments would take
their assigned duties seriously as there would beegpected date of
completion.
Managerial Planning helps in combining resources and expertise to aehibe
overall objectives of an organization. Manageriahping focuses on the activity of
a specific unit and involves what needs to be dbpeyhom, when and at what cost.
The strategic planning process serves as an umlmedr the management planning
process which deals with the following:
» Establishing individual goals and objectives
» Forecasting results and potential problems
» Developing alternatives, selecting alternatives seiting priorities
» Appraising how the management unit has succeedee@ting its goals and
objectives
Decision making
Closely related to both strategic and manageraimhg is the process of decision
making. Decisions need to be made wisely underingrgircumstances with
different amounts of knowledge about alternativesl aconsequences. It's
concerned with the future and may be made undedions of certainty,
conditions of risk, or conditions of uncertainty
Under conditions of certainty, managers have sefiicor complete information
and know exactly what the outcome of their decisudhbe.
Managers are faced with a less certain environniém¢y may, however, know
the probabilities and possible outcomes of thetigdens, even though they cannot

guarantee which particular outcome will actuallgarc
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In such cases, there is a risk associated witkdehesion and there is a possibility
of an adverse outcome. Most managerial decisiovsiva varying degrees of
uncertainty. This is a key part of managers’ atigisi They must decide what
goals or opportunities will be pursued, what resesirare available, and who will
perform designated tasks. Decision making, coneisteveral steps:

Stepl: Identifying and defining the problem

Step2: Developing various alternatives

Step3: Evaluating alternatives

Step4: Selecting an alternative

Step5: Implementing the alternative

Step6: Evaluating both the actual decision andl#@sion-making process

The structure of every organization is unique imsaespect, but all organizational
structures are consciously designed to enable tfp@n@ation to accomplish its
goals. Typically, the structure of an organizagwolves as the organization grows
and changes over time.

There four basic decisions that managers have tke nas they develop an
organizational structure, although they may noteblicitly aware of these
decisions:

» Division of labor. The organization's work mustdieided into specific jobs.

» Departmentalization. Unless the organization is/\w&nall, the jobs must be
grouped in some way.

» Span of control. The number of people and jobsahato be grouped together
must be decided, which is related to the numbepeuple that are to be
managed by one person.

» Authority. The way decision-making authority is lbe distributed must be

determined.

87



BED313 OFFICE INFORMATION TECHNOLOGY

In making each of these decisions, a range of elsaace possible. At one end
of the spectrum, jobs are highly specialized withplyees performing a
narrow range of activities; while at the other efdhe spectrum employees
perform a variety of tasks. In traditional bureaticr structures, there is a
tendency to increase task specialization as thenmgtion grows. In grouping
jobs into departments, the manager must deciddakes on which to group
them. The most common basis, is by function. Fange, all accounting jobs
in the organization can be grouped into an accogriepartment; all engineers

can be grouped into an engineering department @oa.s

u:; 4.0 Self-Assessment Exercise(s) 2

State four basic decisions managers make in dewgloprganisationa

structure

P |

Yo/
5.0 Summary

This unit explains the concept of management. db aliscussed the types of

planning exercise, the elements of strategic pl#ndiscussed the four basic

decisions that managers have to make as they gearlorganizational structure.

! 6.0 Glossary

1. Make sensebe intelligible or justifiable
2. Risk: a situation involving exposure to danger
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Possible Answers to SAEs

Answers to SAEs 1

b)

a) The ability to continuously scan the external eowiment,

locates and analyze emerging developments, quickty
the resulting information into actionable decisipns

The capacity to quickly and easily make decision anore
important, move resources from where they are tera/h
they need to be to activate these decisions;

The ability to create, adapt and use informatiord an
knowledge to not only improve current operations, dso

to constantly challenge current ways of thinkingd an

operating.

Answers to SAEs 2

Four basic decisions managers make as they dewloprganizational
structure:

» Division of labor. The organization's work must theided into

specific jobs.

Departmentalization. Unless the organization iy &enall, the jobs
must be grouped in some way.

Span of control. The number of people and jobs #Hratto be
grouped together must be decided, which is relai¢kde number of
people that are to be managed by one person.

Authority. The way decision-making authority is lte distributed

must be determined.
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Module 4: INFORMATION SECURITY

Unit 1: Information Technology Strategies
Unit 2: The future for information technologies.

Unit 1: Information Technology Strategies
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i/ e
@' 1.0 Introduction

Welcome to Module 4, Unit 1 of this course BED313ffice Information.
Technology.This unit covers all security plans and strategyntave the office/
organization forward. It possible for an organiaatio have desired information
technology and still not be able to function prdpédrecause the organization is
threatened by a number of factors ranging fromnahttauses to technical issues,
human errors/ faults, malicious software, intersioattacks, computer crime, and

international terrorism these and more were atsatéd.

@ 2.0 Learning Outcomes (LOSs)
By the end of this unit, you will be able to:

e Understand the importance of securing importanticiaff
information from any impending electronic dilemnieo(n the

use of computers)
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e explain how to deal with any issue that may haserrifrom the
use of computers

e Understand the common errors people/ office stai&e that
introduce the issues any impending electronic ditbanand be
able to avoid them.

e identify information means in different organizatsoand how they apply

them?

3.0 Main Content
3.1 Information security

The Internet has no owner, no rules and limitsianglace to regulate the use of
personal information and prevent it from being vglynused by third parties.
Serious security and problems are also associaidd ather Internet-based
services, such as email, file transfers.

A failure to secure information may consequentutein irrecoverable losses and
harm the credibility of an organization. ICT systeand data processed by such
systems may be made dysfunctional due to a nunilfacirs. (Natural factors,
technical failures, human errors and faults, malisisoftware, intentional attacks,
computer crime, and international terrorism). Theeinet enables mutual
communication between information resources andrintion seekers either
among organization or among individuals. The consages of information in the
wrong hands may be devastating, particularly in esospecific areas. An
organization is therefore obliged to ensure th&irmmation is protected against
misuse and to minimize consequences where suclsenigs occurred.
Information is of important value to organizatidrhat is why organizations build
unique systems that are supportive of their goadsraust therefore be protected
appropriately. Information is either created, stihteansported, or processed using

information technology (IT).
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Organization understands the necessity to adeguatetect their IT landscape.
Information technology security incidents, suchd&slosure or manipulation of
information can have wide- ranging, adverse effexts business and can prevent
an organization from performing its tasks, resagltin high costs.IT security
primarily deals with protecting information storedectronically and with its
processing.
The core principles of information security, namebnfidentiality, integrity and
availability, form the basis for its protection. ditlonal generic terms used in
information security include, authenticity, valiitreliability, and non-deniability.
Information security is not only threatened by fuilacts such as computer viruses,
interception of communications or computer thefte Tollowing can also affect
information security
e After an unsuccessful software update, applicate@@se to function or data
has been modified without being noticed.
e Animportant business process is delayed becaaBerstmbers familiar with
the software application are not around.
e Confidential information is inadvertently passedtorunauthorized persons
by a staff member Establishing information secuistyot a project with a
limited timespan but a continuous process. The @pmateness and
effectiveness of all elements of the informatioousgy management system,
must be checked continuously. This means that mdy dndividual
information security safeguards must be checkettheunformation security
strategy must be reviewed on a regular basis.
The implementation of information security safegissshould be evaluated at regular
intervals by means of internal audits. These adswesthe purpose of collating and
evaluating the experiences made in day-to-day ioeadh addition to audits, it is also
necessary to perform drills and implement measioreiscreasing staff awareness
Strategic information technology
To enhance the effectiveness of information teahgwlmanagement, there are
several strategies based on certain fundamentatiples and philosophies for

achieving specific goals
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General Strategy

The strategic plan will address several inter-eglgbrojects- each can be managed

separately, but will be closely coordinated to eesthat inter-dependencies are

identified and the common information technology @ata standards are deployed
for the existing technical standards, they will d#opted wherever practical. The
information technology infrastructure is to be ngewh separately from the

application software and the data, recognizing #math component application
software, data and infrastructure has a distifetclycle.

Strategy

The main task in information security is to develapniform platform for the

building of information society is based on legahpiples and ensuring adequate

protection. In order to accomplish this task, inecessary to create a Strategy for

Information Security in an organization, and als® & basic document and,

subsequently, to elaborate on and implement theifsptasks as defined under such

strategic documents of most advanced informatiooietes, or other bodies
responsible for information security

Strategic objectives

The following strategic objectives have been sebrmher to ensure and maintain

the necessary level of information security

1. Prevention: To ensure adequate protection of aanmzgtions space and data
SO as to prevent the occurrence of security incglem any/ many ways
possible.

2. Readiness: Ensuring effective response to secimitiglents and the time
necessary to restore the operation of informatimh @mmunication systems
after an incident has occurred.

3. Sustainability: To maintain and upgrade an orgdinn& competence in
information security, it is best practice that efpolicies can agreed upon, as
it relates to security strategy, they should fastiberate upon and only the
policies that are approved upon by managementdargted.
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Information Infrastructure Strategies

A robust architecture-information technology intrasture will be implemented.
The International Bureau, with advice from The $iag Committee on
Information Technologies (SCIT) will implement anfarmation technology
infrastructure based on open system.

A secure network will be implemented to interconnatellectual property offices.

At the beginning, a virtual private network andeimtet technology will be used.

Strategic priorities
The basic strategic priorities are as follows:
. Protection of human rights and freedoms.
. Building of awareness and competence in informaseaurity.

. Creation of secure environment.

. National and international cooperation

1
2
3
4. Improvement of effectiveness in information segunitanagement.
5
6. Enhancement of national competence

3.

2 Information technology strategies

In small organizations, provisions for IT securitpy be simple, with each person
holding fast to his/ her own responsibility for penal computer and files.
However, for large the need to establish formalsgcpolicies and procedures
becomes more important. Usually when managerstadgtaff consider the issue
of IT security, regardless of the organization tha, they will all have similar
concerns. Each group will want a certain levelezisity for their data, procedures
that are clear and easy for employees to follovaddition to these general needs,
each organization has special concerns relatets tmission and goals. Offices
heads must emphasize information security poliziee appropriate context in
order to pursue stated objectives effectively. Asfice heads shouldn't leave out
the importance of the cost involved with implemegtigood security practices
these procedures and technologies are investmemtsshould be properly

evaluated against the costs of potential losses.
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Small and Medium-Sized Businesses

For small or medium size businesses, the top pyimrould be profit, customer

service, business continuity and sustainability, ESVare also bound by local,
regional or national laws and may be accountablea ttange of authorities,

depending on the business they are engaged irharmisiness environment of the
country in general. Therefore, their security foéust would be focused on two

main areas:

a. Enterprise data protection from corporate spiesttaickers and

b. Customer data protection, including credit card @mahsaction

information.

Non-profit Organizations
In non-profit organizations, managers and employ@esmore focused on their
effectiveness in the field, coordination with commties and partners and their
reputation. The security of such organizations wohé very low or of no
importance because first of all their systems wdigddf very low standards. This
is expected from most non-profit organizations tuéhe budget constraints thus
they will first be facing a substantial challengelaey seek to provide uninterrupted
service to their constituencies and maintain atpesimage to their donors, peers
and sometimes those overseers.
Universities
As with non-profits organizations, budget constisimlisbursed networks, and a
wide range of technological skill are present ehiversity systems. Universities
may face a greater number of internal threats, students who may find hacking
as a new challenge in the institutional systemeaghge in it
In addition, universities may be operating undeetof unique internal policies
more like government regulations, they usually wiouded to comply with.
In the university environment, the personal dataqution is extremely important,
as files contain sensitive information includingemdification numbers, health
records of students and staff alike, and acaderaitstripts. Potential attackers
could steal, modify, or destroy such data, caus@igpus damage to the credibility
and effectiveness of the university system.
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Government Agencies

In government agencies, IT deployment may be asddasterms of efficiency,
ease-of-use and ability to link up with other dépants and agencies as needed.
While profitability is generally not relevant in gernmental agencies like non-
profits, there are often budget controls that litihé agency’s ability to acquire the
latest in hardware and software security. In soa®es governments agencies
must keenly focus on data protection in targetadrenment as their databases
contain sensitive information on individuals, inting personal identification,
health, criminal, and tax records. Unfortunatelyerein industrialized countries,
data protection in government agencies lags bethiméhformation security train
and suffers from antiquated systems, inadequaidirfignand overworked staffs

that lack the core competencies in IT security.

3.2.1 International cooperation innformation security

International cooperation in information securgyniecessary in order to ensure
compatibility of solutions and sufficient level pfotection of the global ICI.
International cooperation is also necessary duda¢acomplexity of the area of
information security resulting in a situation whemajority of countries do not
have sufficient capacities to build the necessamgwhow individually, and
development and implementation of necessary solsitimay take undesirably
long even for the most advanced countries.

Norms and standards

International standardization organizations (ISQ)bligh norms stipulating
security requirements with respect to informatiowd @ommunication systems.
Standards

Standards are intended to codify the successfuttipea of security in an
organization. They are generally phrased in terftistall.” Standards generally
are platform independent, and simply a metric temrine if they have been met.
They are developed in support of policy and chaslgely over time. They might
also cover such issues as how to screen new hoslong to keep backups and

how to test UPS systems.

96



BED313 OFFICE INFORMATION TECHNOLOGY

Standard does not name a particular backup mechamissoftware package. It
clearly states, however, what is to be stored, loog it is to be stored and how

often it is to be made.

u: Self-Assessment Exercise 1

Enumerate major duties of an Information SystenmuBgcOfficer

3.2.2 Security, cost against benefits
One of the most difficult tasks is weighing up tests for information security

against the benefits and risks. It is initially yemportant to invest in measures
that are particularly effective or that can provmetection against especially high
risks. Experience shows that the most effectiveswmess are not always the most
expensive. It is therefore essential to understhadlependence of the business
processes and tasks upon information processirtgas@ppropriate information
security safeguards can be selected. At this poisthould be emphasized that
information security is only achieved by interaatibetween technical and
organizational measures. The investments in teolgyatan be read in the budget
directly.

In order to justify cost security products mustdaployed in such a manner that
they are of maximum benefit. The products mustetfoee be carefully selected for
the purpose they are to serve and must be operated appropriate manner i.e.
they must be integrated in the holistic securityagpt and staff members must be
trained on how to use them. Technical solutions a#so be replaced by
organizational security measures. However, expeeiehas shown that it is
difficult to ensure not organizational measuresiay@emented consistently.

3.2.3 Security Education and training

Security Awareness Program - office personnel nisste the knowledge to
understand the significance of their actions. Humgraction may sometimes act
in ways that undermine security controls, cause@usty breaches. Therefore, a

Security Awareness Program is chartered to:

97



BED313 OFFICE INFORMATION TECHNOLOGY

» Clarify why security scheme is important and whahteol measures are
needed

» Educate employee on responsibilities towards agtgethe desired goals or
Objectives

= Serve as a forum to discuss security questions

Security level

The Security Awareness program should include “rrene” orientation, and

ongoing refresher activities. A critical factor efitly affecting the ability to find

and implement adequate solutions to security proble individual's competence
in any organization, which is closely related taaming knowledge. In this
respect, the following need to be analyzed:

= Knowledge needs of the ICT user categories (lays$€ specialists and
information security experts).

= Capacity and content of what is taught in-schoal atier training types
available like lifelong learning, corporate traigg e-learning,

Based on this analysis, the following can be predos

» [nformation security (IS) into Information Techngip (IT) or other
relevant causes introduced at lower levels and ovgtt upon at higher
levels.

= Alifelong learning scheme, mainly the basic artdra follow-up training
course for those who would later become specialistshe field of
Information Technology (IT).

» To publish and support publishing of specializederéiture and
methodology documents addressing particular issafesnformation
security.

(See you tube video on office information secu®it\8- http://bit.ly/ZLPznM

, http ://bit.ly/1 vDEyYO 1)
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3.2.4 Brief discussion of the role of informatiorsecurity management system

A management system describes the people, procasdetechnologies used to
manage the activities of any organization. Eachomation often develops its own
unique structure that is quite supportive of thalgmf that organization. Each
office reflects different discipline depending dmetvalues and culture of the
organization. So, offices are defined with diffdrareas of focus such as enterprise
management, environment, health, safety, quali&p eontent, personnel, risk and
other important issues with different emphasis esusity factors such as the well-
known triad of confidentiality, integrity, availdity, or on privacy or product
assurance. Though individual organization builsh@ue system, the management
systems have several common elements, which incloadlky, planning,
implementation and operation, performance assessmemprovement and
management review.

ISMS is that risk management strategy of the omgditin chartered and empowered
by the Security Policy Statement and managed byrloemation System Security
Officer because its focused on managing informat&eurity within an organization.
of growing concern to many organizations is thellehges presented in the
information society and natural threats (fire, tlo@arthquake) or human induced
(viruses, SPAM, privacy, hacking, industrial espige) security challenges.

The information protected does not just in eledtrémrmat in computers or network.
It includes paper-based information and extendstédlectual property. Therefore, a
security system that is Properly implemented caaffectively used by either small
or larger organizations, and can be tailored tdegmoinformation in organizations
including data processing centers, software dewvedop, e-commerce, health care
organizations, finance, manufacturing, service opmgions, non-governmental

organizations, universities and colleges of edocatind not-for-profit organizations.
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How does an ISMS support information security?

An effective implementation of the framework ensutbat a management team,
extensively committed to information security, po®s appropriate resources to
support the processes each organization needshtevacappropriate information
security, provides appropriate resources to sugpemprocesses that the organization
needs to achieve appropriate information secuaiprocedure that includes the basic
management of the system, training and awarertesmsiphasizes a risk management
process that guides the choice of safeguards b&dneétrics necessary to ensure that
chosen controls are implemented correctly. Compgaoigerating across several
jurisdictions have the added challenge of iderdifgd complying with the prediction
Note: ISMS is an organization-specific informatiosecurity roadmap. Its
documentation includes:

* Security Structure Organization Chart

* Risk Management Strategy

* Information System Security Officer job description

* Management Security Forum charter

* ISMS Document Control Plan

* Security Risk Assessment

» Statement of Applicability

* Customer Code of Conduct

* Security Perimeter Demarcation drawings

* The benefits of using ISMS,

Organization operating the standardized ISMS fraonkvzcan be rest assured that
they are measuring and managing their informatsmusty processes in a structured
manner, reflecting best practices that can be eghpdi meet their official and business
needs. Such a framework helps an organization esshiat security-resource is spent

on the most effective areas for the business.
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Security Policy Statement

The security policy statement is a general, togllstatement of intent for upper

management, similar to a “Mission Statement.” hgemt is to show upper

management’'s commitment to information securitylg@ad thus, empowers the

Security Organization Structure. The Security Boitatement includes statements

to the effect that the policy of the organizatisrihat:

* Confidentiality of information will be assured

* Integrity of information will be maintained

* Regulatory and legislative requirements will bdileld

* Availability of information to authorized users Wile met

* Information security training will be available &l staff

* Breaches of information security, actual or suspeatill be reported to, and
investigated by the Information System Securityiceff

The non-specific nature of the Security Policy &tant does make it appropriate

for public disclosure.

Duties of an Information System Security Officer
A formal job description of the principal dutiesar Information System Security
Officer would include:

* Establish and review the security risk assessment

* Record and resolve security incidents

* Lead the management security forum

* Prepare management security forum security briefs

* Lead the incident response team

* Maintain the statement of applicability

* Evaluate changes in asset base and resultanttyeoyslications
e Consult and advice on general information secusiyes

* Select controls and risk mitigation

* Monitor ongoing compliance with security standards

* Establish and maintain contacts with external sgcresource
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Security Management

Security Management consists of the Chief InforaratOfficer,

Engineering Manager, Data Center Manager, and rif@nhation

System Security Officer. Other members could bduded as

required.

Management Security Forum duties include:

* Develop security objectives, strategies and pdicie

* Discuss status of security initiatives

* Provide ongoing management support to the sequiriigess

* Obtain and review security briefings from the Imi@tion System Security Officer

* Serve as an alternative channel for discussioeairgy issues

* Yearly review and approval of the Information SetguPolicy
102



BED313 OFFICE INFORMATION TECHNOLOGY

* Yearly review and approval of the ISMS
* Review security incident reports and resolutions
* Formulate risk management thresholds and assurance
requirements

Security Response
Incident Response Team - formed to create and carryan Incident Response
Plan. The team should include staff with variousisskovering all aspects of an
organization’s information processing system. Toale procured, same way
members are trained, and rosters established eaheis saddled with the Incident
Response mission to:
* Prepare for an incident
* |dentify an incident
* Control the incident
* Eliminate the intruder
* Recover from the intrusion
* Learn from the incident
Methodologies include processes to:
* |dentify, escalate, and de-escalate security events
* Assess organizational security
* Maintain organizational security
External Liaisons- This could be easily establishaith local law enforcement
agencies within and around the organization, a$ aslwith legal and public
relations entities. For business enterprises éteea trust for intending customers
and it goes a long way to installing fear in thednof the employees.
Security Maintenance
Exploit Tracking option- qualified specialists iniffdrent organizational
networking elements are tasked with tracking re¥evexploits and reporting
information of concern to the Information Systemc@éy Officer in that
organization.
Change Control Board -The change control procedsdes change submission
request and evaluation, as well as recovery anki-bacprocedures. In addition, a
Document Control plan is initiated to control ti8MS documentation.
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Security Infrastructure
a. Plans/Programs are developed to meet informatiourisg goals.
e These Plans and programs can address:
e Information security awareness
e Change control
e Incident response
e Intrusion detection
e Business continuity
e Acceptance test
b. Guidelines are established to formalize adoptiomfarmation security
best practices. Guidelines usually address:
e Organizational security
e Access control
e Data protection
e Router configuration
c. Policies are established to communicate conceptfaimation
security organizational goals in the Informatiort@éy Policy.
d. Standards — They are established to support théeimgmtation of Information
Security Policy. Standards can address:
= Personnel security
= Employee conduct
= Data classification
= Data labeling
= Data encryption
= Data recovery
= Data routing
= Access control
» Firewall standard
= Network security
= Network application
= Data switching
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= Logging

= Data transmission

= Alarm
e. Procedures established to detail information secumiplementation in support of

relevant standards and policies. Procedures camssld

» Risk management

= Backup/Restore

= System user add/delete/modify

= Customer provisioning

= Equipment maintenance

= Asset control

= Alarm

= Security maintenance

= Terminal server add/modify/delete

= Password/shared secret change

=  Firewall setup

» Incident response
Brief history of ISO/IEC 27001 and the increasea@rinational use of ISMS
BS 7799-1, the "Code of Practice for Informatiorti8é¢y Management," began as
a British standard. First published in 1995, it teamed best practice security
controls to support industry and government orgdions in the implementation
and improvement of information security. Once itswaublished, organizations
recognized the value in a common framework angagsularity grew. In 1998 BS
7799-1 was revised, taking into account identifiegprovements and updates
adding new controls in consideration of the devieigpgechnologies such as e-
commerce, mobile computing and third-party acegtiThe international interest in
the code of practice (part 1) led to its submissierihe basis for an ISO standard.
Subsequently ISO/IEC 17799 was published as arrnaienal standard in
December of 2000. ISO/IEC 17799 is now maintainétiwthe remit of Working
Group 1 of the information security committee IS8ZIJTC1 SC27
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"IT Security Techniques". It is impossible to asa® those organizations using
ISO/IEC 17799 presently, but it is known as the inpagpular security standard in
terms of sales and is referenced not just by B®-Z7%ut by a host of other
frameworks and guidelines. After BS 7799-1 was tguent in 1995, the need to
define the management system to host the contralsei "Code of Practice” was
identified and BS 7799-2 "Specifications for Infation Security Management
System" was developed. In order to align BS 77%9@tR the quality management
system standard 1SO 9001:2000, it was revised efgublished in 2002. Other
countries published their own national standardsstsuntially based on BS 7799
including the Netherlands (SPE20003), Australia/Nésaland (AS/NZS 4444),
Denmark and Sweden (SS627799), and India (1S14882)2 BS 7799 was
translated into different languages such as Chirfstndarin), Danish, Dutch,
French, German, Japanese, Korean, Swedish andT$w aefinition of the ISMS
itself is given by ISO/IEC 27001:2005. By definitige fundamental best practices
of the management system, this standard ensurtes tis&k assessment is made, and
that this is used to correctly select the safegufiain the code of practice given in
ISO/IEC 27002 (17799:2000). A "statement of appliiy” documents the
applicable safeguards and is a flexible documespiedding on the vulnerabilities
and threats that have been identified for the argdion in question.

The structure of the standards

ISO/IEC 27001 is designed to be of a general use, provide consistency between
disparate organizations. The organization in qoastian be a university or a
collage, Multi-national Corporation or a small g team, a small business, or
even a non-commercial organization.

ISO standards for information security
In the international standards organizations IS@ #aC, it was decided to

consolidate the standards for information securitythe 2700x series since the
number of standards is constantly increasing. Tost important standards here are:
- 1SO 13335
The ISO 13335 standard "Management of Informatiowl &£ommunications
Technology Security” (formerly "Guidelines on thahgement of IT Security") is
a general guide for initiating and implementing fReecurity management process.
It provides instructions but no solutions for mangg T security.
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The standard is a fundamental work in this areaistite starting point or reference
point for a whole series of documents on IT segumnianagement.
-1SO 17799
The aim of ISO 17799 "Information Technology - Cadé’ractice for Information
Security Management” is to define a framework fbiseécurity management. 1SO
17799 is therefore primarily concerned with thepsteecessary for developing a
fully-functioning IT security management and foteigrating this securely in the
organization, as defined by ISO 17799, Informasenurity is characterized as the
preservation of:
= Confidentiality: ensuring information is accessibigly to those authorized
to have access.
» Integrity: safeguarding the accuracy and completergd information and
processing methods.
= Availability: ensuring that authorized users hageess to information and
associated assets when required.
As a standard that is primarily conceptual, ISO257i actually not:
= A technical standard
= Product or technology driven
= An equipment evaluation methodology such as the r@om Criteria/ISO
15408which deals with functional and assurance ireqents of specific
equipment
= Related to the “Generally Accepted System SecwRityciples,” (GASSP)
which is a collection of security best practices
= Related to the five-part “Guidelines for the Managat of IT Security”, or
GMITS/ I1SO
The necessary IT security measures are statedtimadSO/IEC 17799 standard.
The recommendations relate to the managementdedetontain almost no specific
technical information. Their implementation is amiethe many options available
for fulfilling the requirements of the ISO 2700histiard.
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- 1SO 27001

Due to the complexity of information technology atite demand for
certifications, numerous manuals, standards andomadt norms for
information security have emerged over the yearBe TSO 27001
"Information Technology (Security Techniques) Imf@tion Security
Management Systems Requirements Specificatioigfitst international
standard for management of information securityt tladso allows
certification.

ISO 27001 provides general recommendations for, ngmother things, the
introduction, operation, and improvement of a doeoted information security
management system that also takes the risks intouat The controls from
ISO/IEC 27002 are referred to in a normative aniidse readers however, are not
provided with any assistance for the practical enmntation.

- ISO 27002

The goal of ISO 27002 (previously ISO 17799:2008)formation technology -
Code of practice for information security managethen to define a framework
for information security management. ISO 27002asmy concerned with the steps
necessary to establish a functioning security mamegt system and anchor it in
the organization. The necessary security safeg@aeddescribed briefly in the 1ISO
standard ISO/IEC 27002. The recommendations areapity intended for the
management level and do not contain much speeiiortical information for this
reason. The implementation of the security recontragons in 1ISO 27002 is one
of many ways to fulfill the requirements of ISO i&fard 27001.

Note: Standard ISO 17799 was merged with 1ISO 2#0GRe beginning of 2007
without effecting any changes to its contents itheorto underscore the fact that it
belongs to the 1ISO2700x series of standards. dtsis not appropriate to describe
them in detail here, but by looking at the varidugh-level paragraphs of the
standard the breadth of activities can be appmetialhis code of practice cannot
address every situation; Thus, the standard alfoviker controls to be specified

when needed.
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The control areas include:

= Security Policy

= Organization of Information Security

= Asset management

= Human Resources Security

= Physical and Environmental Security

= Communications and Operations Management

= Access control

» [nformation Systems Acquisition, Development andriznance

» [nformation Security Incident Management

= Business Continuity Management

= Compliance
- ISO 27005
This 1SO Standard "Information security risk mamaget" contains general
recommendations or risk management for informasenurity. Among other
items, it prescribes the method for risk managem&@/IEC 27005 replaces the
previous standard ISO 13335-2. "Management of im&ion and
communications technology security, secondly, ibvites guidelines for the
management of information security.
- 1SO 27006
ISO Standard 27006 “Information technology - Segurtechniques -
Requirements for the accreditation of bodies priogdaertification of information
security management systems" specifies requiremémnts accrediting of
certification bodies for ISMS and also handles #mecletails of the ISMS
certification process.
- Other standards in the ISO-2700x series
The ISO 2700x series of standards will probablynize up of ISO standards
27000-27019 and 27030-27044 in the long term.taldards in this series handle
different aspects of security management and aedoan the requirements in ISO
27001. The other standards should contribute toaresdl understanding and the
practical application of ISO 27001.
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They handle, for example, the practical implemenadf ISO 27001, i.e., with

the measurability of risks or with methods for malanagement.

The benefits of implementing ISMS may be dividetbitwo major groups:

internal and external benefits.

The internal benefits include:

Heads of management get an independent reviewepodtof the strength
and weakness of the organization’s ISMS.

People/ employees have the tendency to follow anelsregulations if they
believe that they could/will be audited.

The external benefits include:

The reputation of an organization can be of vitapaortance to an
organization working in the information fields. fose publicized security
incident can destroy years of work and significaatfect the goodwill of
the organization research has shown that the \@flaecompany can be
affected by an incident.

If your organization's sector is one in which imf@tion security is valued,
then a certified ISMS can offer a differentiatortaeen you and your
competitors. "Would You rather do business withoenpany that has an
accredited third party's assurance that the manragemystem for
information security is solid enough, or one thaggh't?"

Certification by an accredited certification bodgpyroffer you a defense
should you ever be subjected to litigation in rielato information security
related issues. If you can prove that you follodustry best practices then

perhaps you may make the case that you had taisonable precautions.

There are some basic steps of certification.

a.

For an organization to be fully certified, commitm from leading heads

throughout the process are essential and vitaltoess.

Define and implement the system. Make sure thatlymk very carefully and

understand the implications of your chosen scoperd are several guidelines

and consultants who can help you achieve this befou go ahead and deal.
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c. Hang the certificate on the wall! It's simple butremely important/ effective.

d. Be ready for surveillance audits designed to enthatyou are maintaining

and improving on the standard that you initiallyiewed.

Common pitfalls

The typical pitfalls in implementing ISMS are redtto:

Lack of Senior Management’'s commitment

Scope issues: insufficient, inaccurate, or evenpdetaly inappropriate
Awareness of employees: Many organizations faceckiadienge of ensuring
that their staff are aware of the applicable pe$icisuch as activating
screensavers, firewalls and virus detection systems

Expertise of employees: The problem exists not @mythe expert level, but
also on management and user levels. Technologygelawith an ever-
increasing speed, is partially the reason, howelrere is also the lack of
training at ALL levels. Organizations are just slynpot providing sufficient
training to their employees.

Implementation flaws: flaws such as open firewafisuters with default
passwords, deactivated security measures are @jtete the result of a lack of
awareness or expertise of employees.

No risk assessment: This could eventually resudpending resources in areas
that are less important, and ignoring those thatr@re important.

Insufficient resources: organizations are consyantthe process of allocating
resources. The challenge for many organizatiotisiproper/correct allocation
of resources - many ISMS systems suffer in thia Gexause management fails

to conduct an adequate risk assessment.

Protection of human rights and freedoms

The potential offered by Information Technology mazg misused; therefore, ways

should be sought to protect legitimate interestslicftakeholders involved in the use

of Information Technology. However, traditional tdafory and defense mechanisms
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Developed in the past may only hardly be carriedramto the digital space. In
particular, ethics and moral, which are being fadrgeadually, belong to a private
sphere of individuals, or communities at the masg have no legal force. Good
legislation is necessary in order to make suredéatgcted crimes tending to violate
human rights and freedoms are effectively prosecufenidst growing security
problems of the digital space (computer crime, oigd crime, terrorism), it will
be necessary to define a legal framework for tloégotion of digital space

Building awareness and competence in information serity

Analyses have shown that many security incidenes caused by insufficient
expertise and knowledge of informatio6n system adstrators, users, as well as
information security managers. On that accountjgbee of their qualification and
education needs to be addressed.

Qualification does not entail only education bipwee all, experience and expertise
in any given field. In the light of potential thtsait is necessary to achieve the
required level of security awareness i.e.by undedihg the need and nature of
information security among all its users in ordesafeguard the digital space and,
subsequently, translate security awareness intorgetence.

The following strategies would help to achieve egtdin workable level of security
awareness and competence if followed:

» Raising awareness using the Internet, mass medih raethodology
material, among citizens, commercial and non-corm@korganizations
and public institutions of the risks related to tlee of ICT and of means
available to protect against threats.

= Strengthen educational activities by making infatiorasecurity course as
basic part of information classes being taught citosl and Introduce
programmers to enhance security awareness and tempeof ICT users,
special requirements for information security.

(See you tube video on office information secutiyttp://bit.ly/ZLPznM)
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Creation of secure environment

The role of the state is to create good conditionso-operation among all involved
stakeholders in any office environment. This inelsidin particular, laying down a
legal framework, drafting strategic documents aneéthmdology materials,
determining competences, obligations and respditgitAnother important task is
to create uniform information security standards emordinate how they are issued.

u:; 4.0 Self-Assessment Exercise(s) 2

State three things that information security chiarases

19
5.0 Summary
Information security issues were treated alongga®us information technological

issues, some common causes pointed out, and hgvedidd be resolved,

14

1. Stakeholder: A stakeholder ig person, group or organization with a vested
interest, or stakethe decision-making and activities of a business

6.0 Glossary

2. Roadmagp a plan or strategy intended to achieve a pastiayibal.
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u:; Possible Answers to SAEs

Answers to SAEs 1

Enumerate major duties of an Information System Saarity Officer
Suggested Answer
The duties of an Information System Security Officelude to:

Establish and review the Security Risk Assessment

Record and resolve security incidents

Lead the Management Security Forum

Prepare Management Security Forum security briefs

Lead the Incident Response Team

Maintain the Statement of Applicability

Evaluate changes in asset base and resultanttyaoylications
Consult and advice on general information secusgyes

Select controls and risk mitigation

Answers to SAEs 1

State three things that information security charaterizes
Suggested Answer
Information security is characterized as the presern of:

Confidentiality: ensuring information is accessibénly to those
authorized to have access.

Integrity: safeguarding the accuracy and completeoéinformation and
processing methods.

Availability: ensuring that authorized users haeeess to information

and associated assets when required.
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Unit 2: The future for information technologies

Contents
1.0 Introduction
2.0 Learning Outcomes (LOS)
3.0 Main Content
3.1 Autonomic Computing
3.2 The vision for Autonomic systems
3.3.1Resolutions made pdedily the autonomic computer within the industry
4.0 Self-Assessment Exercise(s)
5.0 Summary
6.0 Glossary
7.0 References/Further Readings

@ 1.0 Introduction

Welcome to Module 4, Unit 2 of this course BED3M8fice Information. Technology.
This unit discusses the future for information temlbgy in the office environment.
Compared to present day technology and how uskeisileiquipment would be when

introduced. Kindly pay attention to the contentstug topic.

@ 2.0 Learning Outcomes (ILOs)

By the end of this unit, you will be able to:

e Explain what is Autonomic computing
e Recognize or identify one when you see it regasdédghe form

it taking

3.0 Main Content

The future for information is autonomic computersyorld where systems are self-
managing presently, we have systems managed byidodi inputs, though they
are actually being improved upon in terms of gatigerinformation, speed,
processing, simulating etc. The future is wheredbwputers would have to think
for itself and the ideas is already being employedhe making of autonomic

systems
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If you think about the biological systems like theman body, they're tremendously
complex and very robust. The human body, for examf@ constantly making

adjustments. Your heart rate and your breathing aa¢ being controlled. All of

these things happen beneath the level of conscionsol. So biological systems
give us a metaphor for thinking about computeresyst When we take a look at the
attributes of biological systems, we find someiladtes there that we wish our
computer systems had, like self-healing, self-@pning and self-protecting

attributes. We can begin to build the attributed the see in biological systems into
complex computer systems.

3.1  Autonomic Computing

Autonomic computing is about making systems selftagang. This is a term that was
coined by Paul Horn of IBM Research to help dirgtention away from traditional
notions of how people think about computer systam$ more towards biological
systems.

A biological system is more like the human body atthis extremely complex. The
human body, for example, constantly makes adjudSndike controlling ones
breathing rate. These and more, usually happeratietiee level of conscious.
Looking at the attributes of biological systems,cae find attributes that we wish our
computer systems had, like self-healing, self-a@uring and self-protecting. We can
begin to build the attributes that we see in biaabsystems into complex computer
systems. In the end, it translates into real custobenefits because these more
complex systems would be easier to administer.

The vision of autonomic computing represents anzargacombination of revolution
and long-term economizing. Indeed, the deploymemtintenance, and evolution of
enterprise systems often require enormous effortsxtremely valuable staff, whose
successes add visibly little business value buthamgever vital and their failures
catastrophic for the whole enterprise. Autonomienpating, in its broadest sense,

seeks to reduce the need for such heroic effodgtair consequential risks.
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3.2 The vision for Autonomic systems

The increasing use of information systems to agjlanalyze, locate, summarize and
process information has had an immense impact atermndife. That so much change
has occurred in back offices makes it easy to wsfienate the extent to which the
design, construction, and especially maintenancéhe$e systems challenges the
capabilities of engineers.
In some minds, autonomic computing remains cloas$pciated with the original IBM
initiative. To the IEEE and other organizationse tterm broadly describes the
application of more highly developed technologythe management of advanced
technology. Including visions are clearly relatedganic computing, bio-inspired
computing, self-organizing systems, ultra-stablmgoting, autonomous and adaptive
systems. All these could be described as autononihitives.
Enterprise systems are only one of a class of deatpd systems that function
consistently and reliably, independent of detailgman involvement. Many
management tasks can no longer be manual operatoesystem itself must take
responsibility to adapt its own operation in theefaof changing conditions. This
need for self-adapting behavior characterizes theadns in which autonomic
computing ideas are gaining traction.

To take two examples:

a. The main cost for the operator of a data centgovger, thus the provisioning of
systems to match workloads and service-level otiiga becomes a critical
business success factor, as no human operator rcandg services with
sufficient efficiency.

b. Applications like environmental sensing cause nekato meet the real world
in ways that preclude direct human managementvielislity of environmental
sensing-essential for effective science and polaking-therefore depends on

sensor systems’ ability to self-manage in the faice changing environment.
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The most widely recognized elements of autononstesys are their self-properties:
For systems to be self-managing they should becselfiguring, self-healing, self-

optimizing, self-protecting and exhibit self-awaees, self-situation, self-

monitoring, and self-adjustment despite their segmsimplicity, these goals mask a
complex interaction between the behaviors of systand their goals, users, and
their relationships with the external environment.

A system can only be optimised against some extetriteria, as such self-

optimization implies that these criteria are madailable in some way to the

management system. The composition and analysgstéms probably imply that

the criteria be explicit, symbolic, and machineda@ae rather than embedded

implicitly into algorithms.

u:; Self-Assessment Exercise 1

Discuss the needed essentials before a systenmecsgifimanaging.

3.3 Resolutions made possible by the autonomic couter within the industry

As computing power has increased, it gives thatald create much larger
kinds of applications. This complexity comes atogtdecause humans are sitting
behind the scenes, making all these machines vométher. The hope is to see
autonomic computing behavior in the computer systesu it becomes less costly
for people to build these complex applicationsfaict, some people believe that the
costs of managing these systems undermine theitsethefse systems provide, even
if the organization decides to use outside servi€esovercome this, academic and
industry researchers, like IBM have begun working autonomic computing
systems, which are self-managing, meaning they neegg minimal human
intervention to operate. In other words, in a tiadal computing environment,
system operators often have to fine-tune the coenjsutonfiguration in order to

efficiently solve a particular type of complex pleim.
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In an autonomic computing environment, the ultingdal is to allow the system to
do everything else on its own, completely transpiate the user. In order to deal
with any malicious attacks (e.g., by automaticajiarantining infected parts of a
system) clearly, these are some

Formidable tasks researchers have to address, howensidering the time and
money that is currently spent on managing and ramiing IT infrastructures,
autonomic computing systems are prospects for uhad. Thus, an autonomic
computing system must know itself and be self-gpning, self-optimizing, self-
healing, and self-protecting.

In order to optimally perform different tasks, am@omic system must know
itself, meaning it must know its configuration, eajty, and current status, and
know which resources it can draw on.

Secondly, in order to be able to use differentusses based on different needs, the
system should be self-configuring, i.e. the usezsdoot have to take care of any
configuration issues. Self-configuring means issuelating to upgrade issue,
although people may actually prefer to exercise esdanel of control over their
personal systems. Autonomic computing isn't aboaking people go away; it is
really changing the nature of the partnership betwsyystem administrators and the
computers. It is putting more of the burden ondbmnputers and less on the system
administrators. Meaning the system administrataygh lesser role than in a non-
autonomic computing system

Next, as any parts of a system can malfunctiorawnonomic system should be
self-healing so that any potential problems areedtetl and the system is
reconfigured so as to allow the user to continugopeing the tasks, even if parts
of the system are not operational.

Finally, as almost any computer system can bedtget for an attack, autonomic
computing systems must be aware of any potentisieta and must be able to deal
with them.

Major benefits of an autonomic system to administsaand users would be:

a. For users, if the autonomic systems successfwolitld reduce the number

of times you have to call your help desk.
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b. For administrators, we think it translates itite need to spend less time on
small routine double checks on their machineshdfrhachines are self-tuning,

less time would be spent on checkups and more tmehinking about
interesting issues like how much benefit to the pany the section of the
infrastructure will produce.

The difficulty and the risk of something going wgpin building an autonomic
computing system with this high level of complexityterms of the software and
technique been used is really very high. To be tbéeal with this problem the key
really is standards. An example is the Open grid

services architecture known, as the OGSA standarg. an important method to
standardize the way these autonomic elements begiommunicate with each other.
Technical challenges in autonomic computing systemld be daunting, especially
large-scale autonomic systems with tens of thouwsamdhundreds of thousands of
computers or devices that are all somehow workaggether and self-optimizing to
some extent, it could be some of the elements aeny trade-offs against other
elements. There is still a lot of challenge on howbuild and test systems for now.
However, steps are being taken to achieve theds mote longer run

There's a social issue, which in some ways isgagtifficult as the technology issues.
There is the need for these heterogeneous systeitiplencomputers from multiple
vendors-lots of software from lots of different pé&oto work together. If it's all going
to work, you would really need people to buy inte tight standards. This is a social

problem.

J:; 4.0 Self-Assessment Exercise(s) 2

Discuss major benefits of an autonomic system toiidtrators and users
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1,
5.0 Summary
We looked at the future of office information teokogy, the hopes for the future and

other plans. This was treated from the angle ofterbgeneous system, multiple
computers from multiple vendors-lots of softwamnirlots of different people to work
together

1 6.0 Glossary

1. Configuration: an arrangement of parts or elements in a paatidarm, or
combination
2.0pen Grid: Systems software is used to support Network Mbtiiagement
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u:l Possible Answers to SAEs

Answers to SAEs 1
Discuss the needed essentials before a system carsélf-managing.

Suggested Answer
For systems to be self-managing, they should becsafiguring,

self-healing, self- optimizing, self-protecting arekhibit self-

awareness, self-situation, self-monitoring, andf-agjustment
despite their seeming simplicity, these goals maskomplex
interaction between the behaviors of systems agid gloals, users,
and their relationships with the external environtmé system can
only be optimised against some external criterg@,sach self-
optimization implies that these criteria are madailable in some
way to the management system. The composition aatysas of

systems probably imply that the criteria be explisymbolic, and
machine-readable rather than embedded implicitly &gorithms.

Answers to SAEs 2
Discuss major benefits of an autonomic system to adnistrators and users
Suggested Answer.
Major benefits of an autonomic system to administsaand users would be:

a. For users, if the autonomic systems successfuguld reduce
the number of times you have to call your help desk

b. For administrators, we think it translates itlte need to spend
less time on small routine double checks on theiclimes. If the
machines are self-tuning, less time would be spemtheckups and
more time on thinking about interesting issues Ii@v much
benefit to the company the section of the infradtme will
produce.
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